MIT 6.857 Computer and NetworkSecurity Class Notes 1
Revision:December 2, 2002

Computerand NetworkSecurity

MIT 6.857 Class Notes

by Ronald L. Rivest
Decembe®, 2002

1Copyright@ 2002 Ronald L. Rivest.



2

MIT 6.857 Computer and NetworkSecurity Class Notes
Revision:December 2, 2002

Introduction to Number Theory

Elementarynumbertheory providesa rich setof tools for the implementationof cryptographicschemes.
Most public-keycryptosystems are based in one vaayanother on number-theoretieas.

Thenextpages provida brief introduction to some basic principles of elementary number theory.
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Bignum computations

Many cryptographicschemessuchasRSA, work with largeintegers,alsoknown as“bignums” or “multi-
precisionintegers.”"Here“large” may meanl160—4096bits (49—1233decimaldigits), with 1024-bitintegers
(308decimal digits) typicalWe briefly overviewof some implementation issues and possibilities.

WhenRSAwasinvented efficientlyimplementingt wasaproblem.Today,standaralesktopCPU’sperform
bignumcomputationgjuickly. Still, for serversdoing hundred=f SSL connectiongerseconda hardware
assist may be needed, such as the SSL accelerators produced by n@ipheipher.com/

A popularC/C++ softwaresubroutinelibrary supportingmulti-precisionoperationss GMP (GNU Multi-
precisionpackage)www.swox.com/gmp/ . A more elaboratepackage(basedon GMP) is Shoup’sNTL
(Number Theory Libraryyvww.shoup.net/ntl/ . Fora surveysee
https://www.cosic.esat.kuleuven.ac.be/nessie/call/mplibs.html

Java has excellent support for multiprecision operations in its Biginteger class
java.sun.com/j2se/1.4.1/docs/api/java/math/Biginteger.html ; this includes a primality-
testing routine.

Python www.python.org/  is a personal favoritdf includes direct support for largategers.
Scheme www.swiss.ai.mit.edu/projects/scheme/ also provideglirect bignum support.

Someother pointersto softwareand hardwareimplementationsan be found in the “Practical Aspects”
sectionof Helger Lipmaa’s'Cryptology pointerswww.tcs.hut.fi"helger/crypto/=

Whenworking on k-bit integers,mostimplementationsmplementaddition and subtractionin time O(k),
multiplication, division, andgcdin time O(k?) (althoughfasterimplementationxistfor very largek), and
modular exponentatioim time O(k?).

To getyou roughly calibrated hereare sometimings, obtainedfrom a simple Pythonprogramon my IBM
Thinkpadlaptop (1.2 GHz PlIl processorpn 1024-bitinputs. SHA-1 is includedjust for comparison.The
last column giveshe approximate ratio of running time to addition.

2.2 microseconds addition 455,000 per second 1
4.4 microseconds SHAL hash (on 20-byte input) 227,000 per second 2
10.8 microseconds modular addition 93,000 per second 5
41 microseconds  multiplication 24,000 per second 20
135 microseconds modular multiplication 7,400 per second 60
2.3 milliseconds = modular exponentiatiofexponenis 2**16+1) 440 per second 1000
5.5 milliseconds  gcd 180 per second 2500
204 milliseconds  modular exponentiatio(l.024-bit exponent) 5 per second 93000
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Divisorsand Divisibility

Definition 1 (Dividesrelation, divisor, common divisor) We saythat “ d dividesa”, writtend | q, if there existsan
integerk suchthata = kd. If d doesnotdividea, wewrite“d fa”. If d | a andd > 0, wesaythatd is a divisor of a.
If d | aand d| b thend is acommondivisorof a and &

Example 1 Everyintegerd > 0 (includingd = 0) is adivisorof 0. While0 dividesnointegerexcepitself, 1 is a divisor
of everyinteger. The divisorof 12 are {1, 2, 3,4, 6, 12}. A common divisor of 14 and 77 isf.d | a thend | (—a).

Definition 2 (prime) Anintegerp > 1 is primeif its only divisorsare 1 andp.

Definition 3 (Greatestcommon divisor, relatively prime) The greatescommondivisor, ged(a, b), of two integersa
andb is the largestof their commondivisors, exceptthat gcd(0,0) = 0 by definition. Integersa and b are relatively
primeif ged(a,b) = 1.

Example 2
ged(24,30) = 6
ged(4,7) = 1
ged(0,5) = 5
ged(—6,10) = 2

Example3 For all « > 0, a anda + 1 arerelativelyprime. The integerl is relatively prime to all other integers.
Example 4 If pisprime andl < a < p, thenged(a, p) = 1. Thatis,a andp are relatively prime.

Definition 4 For any positiveintegern, we defineEuler’s phi function of n, denoteds(n), asthe numberof integersd,
1 < d < n, that arerelatively prime ton. (Note thatp(1) = 1.)

Example5 If pis prime,then¢(p) = p — 1. For any integerk > 0, ¢(2%) = 2F~1.

Definition 5 Theleastcommonmultiple lem(a, b) of two integersa > 0, b > 0, is theleastm suchthata | m and
b| m.

Exercisel Showthatthenumberof divisorsof n = p{'p3? - - - pi* (wherethep;’s are distinctprimes)is H1<i<k(1 +

6,’).

Exercise2 Showthatlem(a,b) = ab/ ged(a,b).
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Fermat'sLittle Theorem

*

Theorem 1 (Fermat's Little Theorem) If pis prime anda € Z3, thena?™' =1 (mod p) .
Theorem 2 (Lagrange’sTheorem) The orderof a subgroupmust divide the ordeof a group.

Fermat'sLittle Theorenfollows from Lagrange’sTheorem sincethe orderof the subgroup(a) generatedy a in Z; is
the least > 0 suchthate® = 1 (modp), and|Z;| = p — 1.

Euler'sTheorem generalizes Fermaltitle Theorem, sinceZ;,| = ¢(n) for alln > 0.
Theorem3 (Euler's Theorem) For anyn > 1 and anya € Z;, a®™ =1 (mod n) .

A somewhatighterresultactuallyholds. Definefor n > 0 Carmichael'dambdafunction \(n) to be the leastpositive
t suchthata® = 1 (modn) for all @ € Z5. ThenA(1) = A(2) = 1, A(4) = 2, A(2°) = 272 fore > 2,
A(p®) = p*~'(p — 1) if pis an odd prime, and i, = pS* - - -pi¥, then

A(n) = lem(A(pi'), - -, Api")) -

Computing modular inverses.Fermat'sLittle Theoremprovidesa convenientvay to computethe modularinversea ™"

(mod p) for anya € Z;,, wherep is prime:

a ' =d""? (mod p).

(Euclid’s extendedalgorithm for computingscd(a, p) is more efficient.)

Primality testing. Theconverseof Fermat'sLittle Theoremis “almost” true. The conversavould saythatif 1 < a < p
anda?~! = 1 (mod p), thenp is prime. Supposehatp is a largerandomlychoserinteger,andthata is a randomly
choserintegersuchthatl < a < p. Thenif a?~* # 1 (mod p), thenp is certainlynot prime (by FLT), andotherwise
p is “likely” to be prime. FLT thusprovidesa heuristictestfor primality for randomlychosenp; refinementf this
approach yield tests effectifer all p.

Exercisel Provethat\(n) is always a divisor ofp(n), and characterizexactlywhen it is a propedivisor.
Exercise2 Suppose > 1 is not everor divisible by5; show thaiz!% (in decimal) ends if901.

Exercise3 Letp beprime.(a) Showthata” = a (modp) for anya € Z,. (b) Arguethat (a + b)? = a” + b (modp)
for anya,bin Z,. (c) Show thatm®)? = m (modp) forall m € Z, ifed =1 (modp — 1).
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Generators

Definition 1 A finite groupG = (.S, -) maybe cyclic, whichmeanshatit containsa generatoly suchthat everygroup
elementh € S is a powerh = g* of g for somek > 0. If the group operationis addition, we write this conditionas
~——

k
Example 1 For example3 generate<Zo underaddition, since the multiples 8f modulo10, are:

3,6,9,2,5,8,1,4,7,0.
Fact1 Thegeneratorof (Z.,, +) are exactlythoseg(m) integersa € Z,, relatively prime tom.
Example2 The generatorsf (Z1o,+) are{1,3,7,9}.

Example 3 The group(Zi,, -) is generatedby g = 2, since the powersf 2 (modulo11) are:

2,4,8,5,10,9,7,3,6,1.

Fact2 Anycyclic groupof sizem is isomorphic ta(Z., +). For example(Z3,, ) < (Z1o, +) via:

2° (mod11) +— z (mod10) .

Theorem1 If p is prime,then(Z;, -) is cyclic,andcontainsg(p — 1) generators More generally,thegroup (Z,, -) is
cyclicif andonlyif n = 2, n = 4, n = p®, orn = 2p°, wherep is anoddprimeande > 1; in thesecaseshe group
containsg(¢(n)) generators.

Finding a generator of Z;. If thefactorizationof p — 1 is unknown,no efficientalgorithmis known, butif p — 1 has
known factorization,it is easyto find a generator.Generator®f Z,, arerelatively common(¢(n) > n/(6Inlnn) for
n > 5), soonecanbe foundby searchingat randomfor anelementy whoseorderis p — 1. (Note g hasorderp — 1 if
g""' =1 (modp) but g*=1/9 £ 1 (mod p) for all prime divisorsg of p — 1).

Group generated byan element.In anygroupG, the set(g) of elementgenerated by is alwaysa cyclic subgroupof
G; if {g) = G then gis a generator of.

Groups of prime order. If agroupH hasprimeorder,theneveryelemenexceptheidentityis ageneratorForexample,
the subgroupQR11 = {1,4,9,5,3} of squaregquadraticresidues)n Z71, hasorder5, so4, 9, 5, and3 all generate
QRq1.1. Forthisreasonijt is sometime®f interestto work with thegroupQR,, of squaresnodulop, wherep = 2¢ + 1
andgq is prime.

Exercisel (a) Find all of thegeneratorsof (Z11, -) andof (Z,«, +). (b) Letg bea generatorof (Z;, -); provethat g”
generate<Z, if and only ifz generate§Z,, 1, +).
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Orders of Elements

Definition 1 Theorderof anelement: of a finite group G is theleastpositivet suchthata® = 1. (If thegroupis written
additively,it is the least positive suchthata + a + - - - + a (¢ times)= 0.)

1123456 |7|..|O0rder

11]1]2]2)1 1 .- 1 Rowa columnk containse” modp for p = 7; bold-

2121411121 4 1 2 3 face entriesillustrate the fundamentaperiod of a*
(mod p) ask increasesThelengthof this periodis

313/216/4|5| 13 6 the order of @, modulop. By Fermat'sLittle The-
oremthe orderalwaysdividesp — 1; thusa? ! is

414121 21 1 | a 3 always1 (seethe columnmarkedwith anuparrow).
Elements3 and5 haveorderp — 1, andsoaregen-

5/5/4|6 2 3 1|5 6 eratorsof Z5. Element6 is —1, modulo7, andthus
has ordep.

66|16 |16 1|6 2

i

Fact1l Theorder of anelementa € G is a divisor of the order of G. (Theorder |G| of a group G is the numberof
elementst contains.) Thereforea!! = 1in G . Thuswhenyp is prime, the order of an elemeniz € Z, is a divisor of
|Z,| = p— 1, and in generathe orderof an element. € Zj, is a divisor of|Z;,| = ¢(n).

Computing the order ¢ of an elementa € G. If thefactorizationof |G| is unknown,no efficientalgorithmis known,

butif |G| hasknownfactorization|G| = pips? - - - p;*, it is easy.Basically,computethe ordert ast = p{lp£2 --vpik

whereeachf; is initially e;, theneachf; is decreasedh turn asmuchaspossible(but not below zero) while keeping
p :

a"=1inG.

Fact2 Whenp is prime, the numberof elementsn Z;, of order d, whered | (p — 1), is ¢(d). For examplesince
¢(2) = 1, thereis a unique squareoot of 1 modulop, other thanl itself(itis —1 = p — 1 (modp)).

Exercisel Letord(a) denotetheorderofa € G. (a) Provethatord(a) = ord(a™') andord(a*) | ord(a). (b) Prove
that ord(abd) is a divisor of lem(ord(a), ord(b)), and showthat it maybe a proper divisor. (c) Showthat ord(ab) =
ord(a) ord(b) if gcd(ord(a), ord(b)) = 1.

Exercise2 Showthatthereare at leastas manyelementof order p — 1 (i.e. generatorspf Z;, asthereare elementof
any other order.

Exercise3 Showthat the orderofa in (Z,,+) is n/ged(a,n).

lCopyright@ 2002 Ronald L. Rivest.



MIT 6.857 Computer and NetworkSecurity Class Notes 8
Revision:December 2, 2002

Euclid’s Algorithm for Computing GCD

It is easy tocomputeged(a, b). Thisis surprisingbecausgou mightthink thatin orderto computeged(a, b) youwould
needto figure out their divisors,i.e. solvethe factoringproblem. But, asyou will see,we don’'t needto figure out the
divisorsof a and bto find their gcd.

Euclid (circa 300B.C.) showechowto computeged(a, b) for a > 0 andb > 0:
a ifb=0
ged(a,b) = { ged(b,a modb) otherwise

The recursionterminatessince (a modb) < b; the secondargumentstrictly decreasesvith eachcall. An equivalent
non-recursiveversionsetsay = a, a1 = b, andthencomputesa;,1 fori = 2,3,... asa;+1 = a;—1 moda, until
a;+1 = 0, then returnst;.

Example 1 Euclid’s Algorithm finds the greatesbmmon divisor of 12 and 33 as:

ged(12,33) = ged(33,12) = ged(12,9) = ged(9, 3) = ged(3,0) = 3.

The equivalenhon-recursiveversionhasao = 12, a; = 33, and

az = apmoda; =12mod33 =12
az = a1 modaz =33mod12=9
as = azmodas =12mod9 =3
as = azmodas =9mod3 =0

Soged(12,33) = 3.

It canbe shownthat the numberof recursivecallsis O(log b); the worst-caseénput is a pair of consecutiveFibonacci
numbers Euclid’s algorithm(evenif extendedjakesO(k?) bit operationsvheninputsa andb haveat mostk bits; see
Bachand Shallit

lCopyright@ 2002 Ronald L. Rivest.
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Euclid’'s Extended Algorithm

Theorem1 For all integersa, b, one can efficientlgompute integers and ysuchthat

ged(a,b) = ax + by .

We give a “proof by example,’using Euclid’s ExtendedAlgorithm on inputsa = 9, b = 31, which for eacha; of the
nonrecursivesersionof Euclid’s algorithm finds ar; and y such that, = ax; + by;:

a = a = 9 = ax*x14+bx0
ap = b = 31 = a*x0+0bx1
az = amoda; = 9 = (ax1+bx0)—0x(ax04+bx1) = ax1+bx0
a3 = amodaz = 4 = (a*x0+bx1)—3x(ax1+bx0) = ax(=3)+bx1
ag = azmodaz = 1 = (ax14+b%x0)—2x(a*x(=3)+bxl) = ax7+bx*x(—-2)
as = azmoday = 0

Thus Euclid’sExtended Algorithm computes = 7 andy = —2 for a« = 9 and b= 31.

Corollary 1 (Multiplicative inversecomputation) Givenintegersn and a whereged(a,n) = 1, using Euclid’'s Ex-
tendedAlgorithm to find z and y suchthat az + ny = 1 findsan z suchthatax = 1 (modn); suchan z is the
multiplicativeinverseof a modulon: =z = ™! (modn).

Example1l The multiplicative inversef9, modulo3l, is 7. Check:9 « 7 = 63 =1 (mod31).

Exercisel Findthe multiplicative inversef 11 modulo 41.

1

Exercise2 Provethat if gcd(a,n) > 1, then the multiplicative inverse” = (modn) doesnot exist.

Exercise3 Show that Euclid’s algorithm isorrectby arguingthat d is a commomdivisor ofa andb if and onlyif d is a
common divisor ob and (a modb).

lCopyright@ 2002 Ronald L. Rivest.
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ChineseRemainder Theorem

Whenworking moduloa compositemodulusn, the ChineseRemaindeTheorem(CRT) can both speedcomputation
modulon andfacilitatereasoning about the properties of arithmetic modulo

Theorem 1 (Chinese Remainder Theoren{CRT)) Letn = ning ---n; betheproductof k integersn; thatare pair-
wise relativelyprime. The mapping
f(a) = (a1,...,ar) = (amodn,...,a modny)

is an isomorphism frori,, t0 Z,,, X -+ X Zy, : if f(a) = (a1,...,ar) @and f(b) = (b1,...,bx), then

fllatb)modn) = (@ *bi)modmn,..., (ar £ by) modny)
f((@b)modn) = ((@ib1)modn,..., (arbs) modng)
f(@'modn) = @ 'modn,...,a;" modny)ifa”" (modn) exists
' (a1,...,ar) = a= Zaici (modn) where m; = n/n; and g = m;(m; ' mod ;) .

7

Whenn = pq is the productof two primes, working modulo n is equivalentto working independentlyon each
componentof its CRT (i.e. (mod p, mod q)) representation.It can be worthwhile to convertan input to its CRT
representation, compute in that representation, and then caracit

Example: Forn =35 =5 - 7 put (e mod35) in row a; = (a mod5) and columm, = (e mod7):

| [ o] 1] 2] 3] 4] 5] 6] £(8) = (31

O 0/15[30]10[25] 5] 20 F(=8) = f(27) = (=3,-1)=(2,6)

121 116311126 6 f(12) = (2,5

21 722 2 17|32 12| 27 faz2h = (275,571 =(,3)=f(3)
3 28] 8|23 31833 13 f(8+12) = f(20) = (3+2,14+5)=(0,6)
41429 9|24 4] 19] 34 f(8-12) = f(96) = f(26) = (3-2,1-5)=(1,5)

Heremi =7, m2 =5,c1 =7-(77'mod5) =7-3=21,cc =5-(5"'mod7) =5-3 = 15, s0
f_l((al,az)) = 2la1 + 15a2 (mod 35) .
(Note: £(21) = (1,0), f(15) = (0,1).) Thus,f~*((1,5)) =214+ 5-15 = 96 = 26 (mod 35).

Speedingup Modular Exponentation. A significantapplicationis speedingip exponentiatioomodulon = pq whenp
andq areknown. To computey = ¢ modn, wheref(z) = (x1, z2):

) = f(@") = (2 modp, 24 mod g) = (¢ M4T= modp, o M09~ modg) .

Notex’l’*l = 1 mod pfor z1 # 0 by Fermat'sLittle Theorem.Thenconvertbackfrom (y mod p, ymodg) to y modn.
Sinceexponentiationiakestime cubicin theinputsize,two half-sizeexponentiationsreaboutfour timesfasterthanone
full-size exponentiatior{including conversion).

Exercisel Provethatz is a squaranodn = pq if and only if it is a squarenodp andmodg.
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