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1. How do we define/measure
power in this world?

Power is the ability
to retain and protect
infrastructure, both
digital and physical,
diversity of
influence over
different sectors
also grants a more
stable stance

2. Who are the most important/
influential actors in this world?

The most important
actors are: 1) GAFA
coalition 2) criminal
bad-actors 3) NA/EU
coalition 4) Chinese +
digital goods
providers 5) Russia
because they are in a
scenario where
inciting conflict could
leave them ahead

3. What are the most significant
disputes in this world? What are
major areas of cooperation?

The most significant
disputes are 1) how to

respond to

cyberattacks, 2) who
should control areas
of the digital scape, 3)
which parts of life
should rely on virtual
vs. traditional firms

Major areas of
cooperation include
tech conglomerates
and governments
working together to
improve security,
restoring both
traditional and virtual
infrastructure,
increasing influence
jointly (see:
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1. How do we define/measure
power in this world?

- computational assets

- the impenetrability of a nation's cyber assets (software

and hardware)
- reach of private companies

2. Who are the most important/

influential actors in this world?

The GAFA Coalition

Whoever owns the data
The most

important corporations have a lot of power:
mu“‘_ amazon's Alexa7 gives it more power than
editing note many states
tech corporations are state-backed,
HaCkerS lending them significant legitimacy (China

backs Baidu + Alibaba, US presumably
backs GAFA)

3. What are the most significant
disputes in this world? What are
major areas of cooperation?

Who owns this big data that is being generated?
How should this data be used?

cyber control of products that
don't inherently need to be
computerized (from currency

What 4. |dentify the most important goal for
evidence USA. each actor: The
. China Alibaba
to d ay eX! St§ational security; cyber self- Russia Reconcept
that this maintaining political sufficiency; zero Hiw 10 senarate fi human rigt
. _ legitimacy as a country  dependence on countering NAEQFA while retaini:f[rg?edoms'
scenario rather than giving up the westerntech  protecting phy&%l atgr&ggvrx( .
cou | d be real power to corporations kinetic maner%apabilities How do w

5. From the US perspective, what are:ﬂjﬁ
country/region's greatest a) strengthsgriy)ctio
weaknesses; ¢) opportunities; d) threats

advantageous
Strengthgeography re: invasion

unfolding?

to opening doors)

GAFA - blg tech as a first-world  ©pportunities: Threats
Should we companies are all country, incredibly has the
pessimistic  Americanfounded; ~**tech dependent; expertise to china
M talent (US has great cannot operate  scale down
or Optl mistic higher education) offline technologically

about the role A'ffriflﬁwz*should government, international

an advantage beCause

of technology wo¥ kions, and private groups regulate
in this world? JeCHAYIBAY policy in this world? What are
kinetic Se%hem?st pressing policy needs?

pessimistic face of cyber collapse

tech-centered society

What does human rights look like in this world? Will we have to revise sounds bad e

our legal frameworks to introduce clauses for cyberwar.

discussion...

se t



International Relations (IR) Theory 101
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What constitutes the use of force?

Who makes decisions on the use of force?

Why is force used?
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What constitutes the use of force?
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Brute Force vs. Coercive Force
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"Brute force”

-Schelling
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LTS S S Image courtesy of SP4 L.T. Gault. Source: Wikimedia Commons. This image is in the public domain.
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https://commons.wikimedia.org/wiki/File:Wounded_101st_Airborne_soldier_awaits_evacuation.jpg
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https://commons.wikimedia.org/wiki/File:Bombing_of_Dresden_aftermath_(36443580155).png

“The power to hurt”

-Schelling
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Image courtesy of Jonathan Cutrer. Source: Wikimedia Commons. License CC BY.
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https://commons.wikimedia.org/wiki/File:Northrop_Grumman_B-2_Spirit_-_Stealth_Bomber_(48706452943).jpg
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Image courtesy of USAMHI. Source: Wikimedia Commons. This image is in the public domain.
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https://commons.wikimedia.org/wiki/File:US_Army_tanks_face_off_against_Soviet_tanks,_Berlin_1961.jpg

"The Power to Hurt”

THOMAS C. SCHELLING

Schelling, Thomas C. Arms and Influence. Yale University Press, 1967. © Yale University Press.
All rights reserved. This content is excluded from our Creative Commons license. For more
information, see https://ocw.mit.edu/help/fag-fair-use/.

Image courtesy of New America. Source: Wikimedia Commons. License CC BY.
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https://commons.wikimedia.org/wiki/File:Thomas_C._Schelling_(cropped).jpg

"The Power to Hurt”

= Signal ability to hold a rival at risk

= Coercion
» Deterrence: prevent/dissuade action
» Compellence: to change behavior

Source: Wikimedia Commons. This image is in the public domain.

« Effectiveness/Credibility based on:
» Resolve (Intention)
» Capability
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https://commons.wikimedia.org/wiki/File:Tsar_Bomba_fireball_1961.jpg

Brute Force vs. Coercive Force
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Who makes decisions on the use of force?

Why is force used?
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Levels of analysis
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Levels of analysis

« International system

« State level
« Bureaucratic politics
« Domestic politics

« Individual level
= Leaders
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International System

» Key assumptions
= Sovereign states are key unitary actors
= Act rationally to advance security, power, wealth
= Anarchic international system

« War can be deliberate or accidental
» Depends on state goals:

« Power seeking
= Security seeking

= Spiral vs. Deterrence models
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International System: Security Dilemma
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International System: Security Dilemma
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International System:
Offense-Defense Balance

This image is in the public domain. Source: Wikimedia Commons.
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https://commons.wikimedia.org/wiki/File:Mounted_Soldier_System_(MSS).jpg

State Level

» Shortcomings of system-level
explanations?

» Bureaucratic politics

« Domestic politics
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State Level: Bureaucratic Politics

» What's a bureaucracy?
- Why do they exist?

= Bureaucracies have interests

» Organizational essence (Halperin)
« "Where you stand depends on where you sit”

» Bargain and compromise = “satisficing”
» What is the action channel? Who has the final say?
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Image courtesy of the National Archives. This image is in the public domain.
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Image courtesy of the United States Department of Defense. Source: Wikimedia Commons. This image is in the public domain

Massachusetts Institute of Technology

Image courtesy of the United States Department of State. Source: Wikimedia Commons. This image is in the public domain.

Image courtesy of SSgt Randy Gaddo, USMC. Source: Wikimedia Commons. This image is in the public domain.
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https://catalog.archives.gov/id/6415779
https://commons.wikimedia.org/wiki/File:Seal_of_the_United_States_Department_of_Defense.svg
https://commons.wikimedia.org/wiki/File:U.S._Department_of_State_official_seal.svg
https://commons.wikimedia.org/wiki/File:MarineBarracksBeirut_23October1983.jpg

Image courtesy of Lt. Col. Leslie Pratt / U.S. Air Force. Source: Wikimedia Commons. This image is in the public domain. Image courtesy of Master Sgt. Andy Dunaway of the U.S. Air Force. Source: Wikimedia Commons. This image is in the public domain.
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https://commons.wikimedia.org/wiki/File:MQ-1_Predator,_armed_with_AGM-114_Hellfire_missiles.jpg
https://commons.wikimedia.org/wiki/File:F-22_Raptor_edit1_(cropped).jpg

State Level: Bureaucratic Politics

» How does technology aftect bureaucratic politics?
« Funding for new systems
« Who "owns” warfighting domains

= Shifting roles for bureaucracies
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https://www.spaceforce.mil/Multimedia/Photos/igphoto/2002461708/

State Level: Domestic Politics

« Leaders (often) respond to public opinion and
constituent interests

« Can lead to compromises

« Can shape policy choices
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State Level: Domestic Politics

Public supports - 609
3
Public opposes - 50
Difference - 106
| | | | | |
-20 20 40 60 80 100

Percentage

Note: Horizontal lines depict 95% confidence intervals.

FIGURE 1. Effect of public opinion on support for military strike

Tomz et al. (2020)

I I I oeE
I I Massachusetts Institute of Technology

33




Individual Level

» Shortcomings of state level explanations?
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Individual Level

» Shortcomings of state level explanations?
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¢J' TikTok

Image courtesy of ByteDance Ltd. Source: Wikimedia Commons. This image is in the public domain.

B E= Image courtesy of Shealeah Craighead of the Executive Office of the President of the United States. Image courtesy of the Executive Office of the President of the United States.
I I I I I Source: Wikimedia Commons. This image is in the public domain. Source: Wikimedia Commons. This image is in the public domain.
Massachusetts Institute of Technology
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https://en.wikipedia.org/wiki/File:TikTok_logo.svg
https://commons.wikimedia.org/wiki/File:Donald_Trump_official_portrait.jpg
https://commons.wikimedia.org/wiki/File:Joe_Biden_official_portrait_2013_(cropped)_2.jpg

Individual Level

« Different people respond differently

» Individuals have different:
« Beliefs
 Norms
» Thought processes
» Heuristics

Image courtesy of the U.S. News & World Report collection at the Library of Congress. Source: Wikimedia Commons. This image is in the public domain.

Image courtesy of the U.S. News & World Report collection at the Library of Congress. Source: Wikimedia Commons. This image is in the public domain.

Image courtesy of Abbie Rowe. Source: Wikimedia Commons. This image is in the public domain.
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https://commons.wikimedia.org/wiki/File:Nikita_Khrushchev_1960_(cropped).jpg
https://commons.wikimedia.org/wiki/File:Fidel_Castro_-_MATS_Terminal_Washington_1959.jpg
https://commons.wikimedia.org/wiki/File:President_John_F._Kennedy_with_Ambassador_of_Ecuador,_Neftal%CE%AF_Ponce-Miranda.jpg

Individual Level: Biases and Heuristics

« Leaders are not always rational
» Limits to human cognition

» Rely on heuristics (mental shortcuts)

» These heuristics aren’t always bad, but can
shape decisions in important ways
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Individual Level: Biases and Heuristics

- Loss aversion (Prospect
Theory)

October War of 1973: the Golan Heigths Front > Syr/Asbs

 Losses are more painful
than comparable gains

-’ Syrian helicopters take over Israell positions =" Israeli forces break out of 1967 Cease fire line

L] ° °
» Take risks to mitigate loss | @ = smmmmem,
Image courtesy of Fanack.com. License CC BY-NC-SA 4.0
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https://fanack.com/israel/history-of-israel/israel-the-october-war-of-1973/

Individual Level: Biases and Heuristics
« Availability Bias

» Assessment of rare events
= Salience
» Recency

Ignore or Overweight

- Motivated reasoning

I I I o e Image courtesy ofthe U.S. Navy, Office of Publ Relations. Source: Wikimedia Commons. 39

This image is in the public domain.
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https://commons.wikimedia.org/wiki/File:SARS-CoV-2_(CDC-23311).png
https://commons.wikimedia.org/wiki/File:USS_West_Virginia2.jpg

Individual Level: Mental Models

» Mental Scripts
= Fill in details

= Munich = Ukraine Today?
» But what if Cuban analogy

« Domino Theory 2l |
< Q
-
° ° P
 Polyheuristic Theory Te 2
» Narrow down options J. 4] YMVE
« Still problematic? D e e o ot e G Comon s, For o oo
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https://ocw.mit.edu/help/faq-fair-use

What constitutes the use of force?

Who makes decisions on the use of force?

Why is force used?
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Looking Ahead

Innovation Theory

Diffusion

I I Massachusetts Institute of Technology

The Culture
of Military

Innovauon

vact of Cultural Factors o the Revolutio

Dima Adamsky

Adamsky, Dima. The Culture of Military
Innovation. Stanford University Press, 2010. ©
Stanford University Press. All rights reserved.
This content is excluded from our Creative
Commons license. For more information, see
https://ocw.mit.edu/help/faq-fair-use/.

DIFFSION
INNOVATIONS

FIFTH EDITIC

e

EVERETT M.ROGERS

Rogers, Everett M. Diffusion of Innovations. Free
Press, 2003. © Free Press. All rights reserved. This Power: Causes and Consequences for International

content is excluded from our Creative Commons

license. For more information,
see https://ocw.mit.edu/help/faq-fair-use/.

The Diffusion of
Military Power

Causes and Consequences lor international Politics

Michael C. Horowitz

Horowitz, Michael C. The Diffusion of Military

Politics. Princeton University Press, 2010. ©
Princeton University Press. All rights reserved.
This content is excluded from our Creative
Commons license. For more information, see
https://ocw.mit.edu/help/faq-fair-use/.

42
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