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Go online and find a protest that you could
attend in the next 72 hours. 

2



         

       

       

     

    

 Key Questions 
• What threats do states face in the social media domain? 

• How does social media differ from traditional media (when
it comes to international security)? 
• What features of social media invite foreign interference? 

• How might social media affect crisis decision-making? 

• How should states confront these threats? 
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  Social Media as a Mobilization Tool 
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“Now Out of Never” (Kuran 1991) 

Image courtesy of Neil Cooler on Flickr. License CC BY-NC-SA. 

Image courtesy of CharlesArthurMiller at English Wikipedia. 
Source: Wikimedia Commons. This image is in the public domain. 
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https://commons.wikimedia.org/wiki/File:Timur_Kuran_11-2003(hi-res).jpg


    

 
    

 

“Now Out of Never” (Kuran 1991) 
Image courtesy of RobbieIanMorrison on Wikimedia Commons. License CC BY. Image courtesy of the National Museum of Romanian History. Source: Wikimedia Commons. 

Velvet Revolution Hungarian Revolution 
Prague, November 1989 Bucharest, December 1989 
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“Now Out of Never” (Kuran 1991) 

© The New York Times Company. All rights reserved. This content is excluded from our Creative Commons license. For more © The New York Times Company. All rights reserved. This content is excluded from our Creative 
information, see https://ocw.mit.edu/help/faq-fair-use/.Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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      Why were these revolutions not foreseen? 
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 Preference Falsification 
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   Private vs. Public Preferences 
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Online vs. Offline Networks 

Image courtesy of Mona on Wikimedia Commons. License CC BY. 
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https://commons.wikimedia.org/wiki/File:Tahrir_Square_during_8_February_2011.jpg


    How would you figure this out? 
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Tufekci, Zeynep. Twitter and Tear Gas: The Power and Fragility of 
Networked Protest. Yale University Press, 2018. © Yale University Press. 
All rights reserved. This content is excluded from our Creative Commons 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. Image courtesy of Mona on Wikimedia Commons. License CC BY. 

111·-II MassachuHtts lnstitut. ofTechnolo&Y 
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Tufekci, Zeynep. Twitter and Tear Gas: The Power and Fragility of 
Networked Protest. Yale University Press, 2018. © Yale University Press. 
All rights reserved. This content is excluded from our Creative Commons 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. Image courtesy of Internetstiftelsen on Wikimedia Commons. License CC BY. 
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https://commons.wikimedia.org/wiki/File:Keynote-_Zeynep_Tufekci.jpg
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Image courtesy of United Press International. Source: Wikimedia Commons. This image is in the public domain. 

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For 
more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Online vs. Offline Networks 
• Explores Four Different Network Types 

• Online 
• Union 
• Community 
• Religious 

• How do they operate? 
• Distinct? 
• In competition? 
• Overlapping? 

Image courtesy of Lilian Wagdy on Wikimedia Commons. License CC BY. 
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Online vs. Offline Networks 
• Different networks mobilize different segments 

• Limited social media penetration 
• Facebook: 5.49% of population 
• Low internet availability 

• Lots of different demographic groups protesting 
• Not just young, financially well off, internet-savvy folks 

• What’s the research design? 

20



   Online vs. Offline Networks 

© Afrobarometer. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Online vs. Offline Networks 
• Explores Four Different Network Types 

• Online 
• Union 
• Community 
• Religious 

Image courtesy of Facebook, Inc. Source: Wikimedia Commons. This image is in the public domain. 
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Online vs. Offline Networks 
• Overlapping network membership increases protest

propensity 
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You’re a dictator. 

What do you do about this pesky social
media thing? 
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Information: 

facts about something or someone 

25



    King, Pan, and Roberts (2014) 

Censor 
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King, Pan, and Roberts (2014) 

How do you study this? 

© Chinese Government Network. All rights reserved. This content is excluded from our Creative Commons 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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King, Pan, and Roberts (2014) 

King, Gary, Jennifer Pan, and Margaret Roberts. Figure 1: The Chinese censorship decision tree from “Reverse-engineering censorship in 
China: Randomized experimentation and participant observation.” Science 345, no. 6199 (2014): 1–10. © American Association for the 
Advancement of Science. All rights reserved. This content is excluded from our Creative Commons license. For more information, see 
https://ocw.mit.edu/help/faq-fair-use/. 
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King, Pan, and Roberts (2014) 
• Core finding: what gets censored? 

King, Gary, Jennifer Pan, and Margaret Roberts. Figure 1: The Chinese censorship decision tree from 
“Reverse-engineering censorship in China: Randomized experimentation and participant 
observation.” Science 345, no. 6199 (2014): 1–10. © American Association for the Advancement of 
Science. All rights reserved. This content is excluded from our Creative Commons license. For more 
information, see https://ocw.mit.edu/help/faq-fair-use/. 
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King, Pan, and Roberts (2014) 
• Variation across different types of sites. Why? 

King, Gary, Jennifer Pan, and Margaret Roberts. Figure 4: Histogram (density estimate) of the proportion 
of posts reviewed by site from “Reverse-engineering censorship in China: Randomized experimentation 
and participant observation.” Science 345, no. 6199 (2014): 1–10. © American Association for the 
Advancement of Science. All rights reserved. This content is excluded from our Creative Commons 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Gohdes (2020) 

Shut off telecommunications 

or 

Kill your enemies 
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Gohdes (2020) 

How do you study this? 
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Gohdes (2020) 

Image courtesy of Voice of America News. Source: Wikimedia Commons. This image is in the public domain. 
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https://commons.wikimedia.org/wiki/File:Free_Syrian_Army_soldier_walking_among_rubble_in_Aleppo.jpg


 

   

  

Gohdes (2020) 

Tradeoff in telecommunications access: 

Monitoring vs. Mobilization 
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Gohdes (2020) 

Gohdes, Anita R. Figure 1: Network (Mobile phones, 3G, and 2G) Accessibility by Syrian Governorate, June 2013-April 2015 from 
“Repression Technology: Internet Accessibility and State Violence.” American Journal of Political Science 64, no. 3 (2020): 488–503. © 
Midwest Political Science Association. All rights reserved. This content is excluded from our Creative Commons license. For more 
information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Gohdes (2020) 

Relationship between telecommunications access
and type of violent repression 
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Gohdes (2020) 
Targeted vs. Untargeted 

Gohdes, Anita R. From “Repression Technology: Internet Accessibility and State Violence.” 
American Journal of Political Science 64, no. 3 (2020): 488–503. © Midwest Political Science 
Association. All rights reserved. This content is excluded from our Creative Commons license. 
For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Gohdes (2020) 

Gohdes, Anita R. Figure 4: Expected Proportion (83% and 95% confidence intervals) of Targeted Killings, Given Internet Accessibility and 
Different Levels of Government Control. From “Repression Technology: Internet Accessibility and State Violence.” American Journal of 
Political Science 64, no. 3 (2020): 488–503. © Midwest Political Science Association. All rights reserved. This content is excluded from our 
Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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  Social Media (Part 2)
International Security 
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 This image is in the public domain. 
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© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see 
https://ocw.mit.edu/help/faq-fair-use/. 
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    Which threat is more credible? 
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    How does social media affect 
international security? 
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Kreps, Sarah. Social Media and International Relations. Cambridge University Press, 2020. © Cambridge University Press. All rights 
reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 

111·.-. MassachuHtts lnstitut. ofTechnolo&Y 
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Social Media + International Security 
• How does social media differ from traditional media? 

• Open access: Lacks central management 
• What are the risks here? 

• Directionality + speed of information flow 
• Bi/Multi-directional vs. unidirectional 

© Cable News Network. A Warner Bros. Discovery Company. All rights • What does this mean for information cues? 
reserved. This content is excluded from our Creative Commons license. 
For more information, see https://ocw.mit.edu/help/faq-fair-use/. 

• Role of AI/Algorithms 
• Amplifying messages 
• Diffusion: Time-space 

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For 
more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Social Media + International Security 

Kreps, Sarah. Figure 2: "Web of Causal Arrows" linking media, the public, and decision makers. Baum and Potter, 2008. From Social Media and 
International Relations. Cambridge University Press, 2020. © Cambridge University Press. All rights reserved. This content is excluded from our 
Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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   Social Media + International Security 
• “Single most disruptive force for the sovereign state since

the idea was founded with the 1648 Treaty of Westphalia.” 

• How do states use social media? 
• Disinformation (Lowers barriers) 
• Signaling/Diplomacy 
• Intelligence collection 

• Who are the actors? 
• Social media audiences 
• Social media producers 

This image is in the public domain. 
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Social Media + International Security 

Kreps, Sarah. Figure 3: The role of social media as a moderator between political preferences and participation. From Social Media and International Relations. Cambridge University Press, 2020. © Cambridge 
University Press. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 

48

https://ocw.mit.edu/help/faq-fair-use


    

 
     
 

    
       

        

     

   Social Media + International Security 
• Democratic advantage or a disadvantage? 

• Democratic advantage: 
• Open press • accountability • prevents ”foolhardy wars” 
• Good governance 

• But how does social media affect this? 
• Uncontrolled media space • opens up room for disinformation 
• Sizable portion of population gets news from social media 

• Leads to a disadvantage for democracies 
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Social Media + International Security 
• Autocratic Advantage 

• Autocracies and Hybrid Regimes can leverage social media 
• Cut Access/Censor 
• Intelligence Gathering 
• Controlling the narrative 

© X Corp. All rights reserved. This content is excluded from our Creative Commons 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Twitter and International Crises 
• Messaging has long been a part of international crises 

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, 
see https://ocw.mit.edu/help/faq-fair-use/. 

Image courtesy of the United States Government. 
Source: Wikimedia Commons. This image is in 
the public domain. 

Image courtesy of the U.S. National Archives and Records Administration. 
Source: Wikimedia Commons. This image is in the public domain. 
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   Twitter and International Crises 
• Messaging has long been a part of international crises 

• Allows leaders to communicate to: 
• Domestic audiences 
• Rivals 
• Third party international actors 

• Distinction between “cheap talk” and “costly signals” 
• Cheap talk: Words without consequences? 
• Costly signals: ”Sunk Costs” or “Tied Hands” 

52



      
        
     

    
    
    

    
    

   

   

 

Twitter and International Crises 
• Historically, signaling is a drawn out process 

• Before modern communications, getting signals from A to B took time 
• Signals go through a long staffing process 

• Leaders turning to social media 
• 189+ World leaders on Twitter 
• Why? What are the benefits? 

• Tweeting: Speed + Audience size 
• But Tweets go through staffing too… 
• Most of the time… 

license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
© X Corp. All rights reserved. This content is excluded from our Creative Commons 
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   Twitter and International Crises 
• What are the risks of Twitter (and social media more broadly)

during crises? 
• Mixed signals 
• Unintended signals 
• Risk of disinformation campaigns 
• Tweets lack nuance—280 characters! 

• Rivals are prone to misinterpret signals 
• Leaders/decisionmakers often rely on heuristics 

• Immediate dissemination 
• No need for media filtering 

54



 © X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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   Twitter and International Crises 
• Timing matters 

• Bureaucracies might miss broader strategic issues 
• Timing of tweet may send unintended signal 

• Historical parallel: Oct 27, 1962 U-2
Mission 
• JFK: “There’s always some son of a b****

who doesn’t get the message.” 
• Soviets thought this was impending attack 
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Twitter and International Crises 
• Sending mixed messages 

• Poor coordination? Mad man theory? 
• Effect on credibility 

• US messaging surrounding Qassem Soleimani 

© X Corp. All rights reserved. This content is excluded from our Creative Commons Image courtesy of sayyed shahab-o- din vajedi on Wikimedia Commons. License CC BY. 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Twitter and International Crises 
• Does Twitter escalate or de-escalate crises?

• Under what conditions?

© Chinese Government Network. All rights reserved. This content 
is excluded from our Creative Commons license. For more 
information, see https://ocw.mit.edu/help/faq-fair-use/.

Image courtesy of Shealeah Craighead of the Executive Office of the President of the United States. 
Source: Wikimedia Commons. This image is in the public domain. 

Image courtesy of the White House. Source: Wikimedia Commons. This image is in the public domain. 

Lewis, Jeffrey. The 2020 Commission Report on the North Korean Nuclear Attacks 
Against the United States: A Speculative Novel. Harper Paperbacks, 2018. © Harper

This image is in the public domain. Source: Wikimedia Commons. Paperbacks. All rights reserved. This content is excluded from our Creative Commons 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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© X Corp. All rights reserved. This content is excluded 
from our Creative Commons license. For more 
information, see https://ocw.mit.edu/help/faq-fair-use/. 

Schelling, Thomas C. Arms and Influence. Yale University Press, 1967. Fearon, James D. "Signaling Foreign Police Interests." Journal of Conflict Resolution 41, no. 1 
© Yale University Press. All rights reserved. This content is excluded from our Creative (1997): 68-90. © SAGE Publications. All rights reserved. This content is excluded from our 
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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© X Corp. All rights reserved. This content is excluded from 
our Creative Commons license. For more information, see 
https://ocw.mit.edu/help/faq-fair-use/. 

Lupton, Danielle L. Reputation for Resolve: How Leaders Signal Determination in McManus, Roseanne W. Statements of Resolve: Achieving Coercive 
Credibility in International Conflict. Cambridge University Press, 2017. © 
Cambridge University Press. All rights reserved. This content is excluded 
from our Creative Commons license. For more information, 
see https://ocw.mit.edu/help/faq-fair-use/. 

Press, Daryl G. Calculating Credibility: How Leaders Assess Military Threats. 
Cornell University Press, 2005. © Cornell University Press. All rights reserved. International Politics. Cornell University Press, 2020. © Cornell University Press. 
This content is excluded from our Creative Commons license. For more All rights reserved. This content is excluded from our Creative Commons license. 
information, see https://ocw.mit.edu/help/faq-fair-use/. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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© X Corp. All rights reserved. This content is excluded 
from our Creative Commons license. For more 
information, see https://ocw.mit.edu/help/faq-fair-use/. 

Carson, Austin, and Keren Yarhi-Milo. "Covert Communication: The Intelligibility and Kurizaki, Shuhei. "Efficient Secrecy: Public versus Private Threats in Crisis Diplomacy." 
Credibility of Signaling in Secret." Security Studies 26, no. 1 (2017): 124–56. © Taylor American Political Science Review 101, no. 3 (2007): 543-58. © Cambridge University 
& Francis. All rights reserved. This content is excluded from our Creative Commons Press on behalf of the American Political Science Association. All rights reserved. This 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. content is excluded from our Creative Commons license. For more information, see 

https://ocw.mit.edu/help/faq-fair-use/. 
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© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, 
see https://ocw.mit.edu/help/faq-fair-use/. 

Potential Outcomes 

• Cheap talk (<) 
• Low “cost” 
• Perceived lack of coordination vs. official statements 
• Numerous tweets per day 

• Just as credible as official statements (=) 
• Ties hands: visible to millions 
• Written record: harder to deny 
• Perceived as going through same vetting process 

• More credible than official statements (>) 
• True thoughts of leader 
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Selfies and Citizen Journalism 

Green-Riley, Naima, Dominika Kruszewksa-Eduardo, and Ze Fu. “Teargas and Selfie Cams: Foreign Protests and Media in the Digital Age.” Journal of Experimental Political 
Science 9, no. 2 (2022): 203–15. © Naima Green-Riley, Dominika Kruszewksa-Eduardo, and Ze Fu, 2021. Published by Cambridge University Press on behalf of The 
Experimental Research Section of the American Political Science Association. All rights reserved. This content is excluded from our Creative Commons license. For more 
information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Selfies and Citizen Journalism 

Two Experiments 

1) Studies Violent/Non-violent repression
2) Effect of Medium (news v. selfie) 
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  Selfies and Citizen Journalism 
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  Selfies and Citizen Journalism 
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    How to Confront the Social Media Threat 
• What do deterrence and compellence look like? 

• Will continue this conversation next week (Cyber) 

• Who are the new actors in this challenge? 
• What ethical and legal issues does this raise? 

• How have organizations changed? 

• What are the tradeoffs of using social media during crises? 
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How to Confront the Social Media Threat 

Nakashima, Ellen. "U.S. Cyber Command operation disrupted Internet access of Russian troll factory on day of 2018 midterms," Washington Post, February 26, 2019. © 
Nash Holdings. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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How to Confront the Social Media Threat 

Dwoskin Elizabeth, and Craig Timberg. "Facebook takes down Russian operation that recruited U.S. journalists, amid rising concerns about election misinformation," Washington Post, 
September 1, 2020. © Nash Holdings. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see 
https://ocw.mit.edu/help/faq-fair-use/. 

69

https://ocw.mit.edu/help/faq-fair-use
https://ocw.mit.edu/help/faq-fair-use


    

 

How to Confront the Social Media Threat 

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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A Final Question… 

“Twitter is the single-most disruptive force for the sovereign 

state since the concept was founded with the 1648 Treaty of 

Westphalia. I don’t think the internet will take an eraser to state 

sovereignty, but it is inherently anti-state.” 

-Alec Ross 
Patrikarakos, David. From War in 140 Characters: How Social Media Is Reshaping Conflict in the Twenty-First Century. Basic Books, 2017. © Basic Books. All rights reserved. This content is excluded from our Creative 
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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