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Go online and find a protest that you could
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Key Questions

= What threats do states face in the social media domain?

« How does social media differ from traditional media (when
it comes to international security)?

= What features of social media invite foreign interference?

- How might social media affect crisis decision-making?

= How should states confront these threats?
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Social Media as a Mobilization Tool
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“"Now Out of Never” (Kuran 1991)

Image courtesy of Neil Cooler on Flickr. License CC BY-NC-SA.

Image courtesy of CharlesArthurMiller at English Wikipedia.

I I I LR Source: Wikimedia Commons. This image is in the public domain.
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"Now Out of Never” (Kuran 1991)

Image courtesy of RobbielanMorrison on Wikimedia Commons. License CC BY. Image courtesy of the National Museum of Romanian History. Source: Wikimedia Commons.
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“"Now Out of Never” (Kuran 1991)
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Why were these revolutions not foreseen?
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Preference Falsification
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Private vs. Public Preferences
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Online vs. Offline Networks

Image courtesy of Mona on Wikimedia Commons. License CC BY.

I I I N .
I I Massachusetts Institute of Technology

14


https://commons.wikimedia.org/wiki/File:Tahrir_Square_during_8_February_2011.jpg

How would you figure this out?
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Tufekci, Zeynep. Twitter and Tear Gas: The Power and Fragility of
Networked Protest. Yale University Press, 2018. © Yale University Press.
All rights reserved. This content is excluded from our Creative Commons
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. Image courtesy of Mona on Wikimedia Commons. License CC BY.
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Tufekei, Zeynep. Twitter and Tear Gas: The Power and Fragility of
Networked Protest. Yale University Press, 2018. © Yale University Press.
All rights reserved. This content is excluded from our Creative Commons

license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. Image courtesy of Internetstiftelsen on Wikimedia Commons. License CC BY.
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TAHRIR
SUPPLIES Y - |

L = Tahrir Supplies

Image courtesy of United Press International. Source: Wikimedia Commons. This image is in the public domain.
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From the world to Tahrir.

While politics and borders divide, humanity unites us.

I I I W — © X Corp. All rights reserved. This content is excluded from our Creative Commons license. For
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Online vs. Offline Networks

» Explores Four Different Network Types
= Online
= Union
= Community
= Religious

« How do they operate?
= Distinct?
= In competition?
= Overlapping?

Image courtesy of Lilian Wagdy on Wikimedia Commons. License CC BY.
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Online vs. Offline Networks

= Different networks mobilize different segments

= Limited social media penetration
» Facebook: 5.49% of population
» Low internet availability

= Lots of different demographic groups protesting
= Not just young, financially well off, internet-savvy folks

« What's the research design?
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Online vs. Offline Networks

AFRO

BAROMETER

Let the people have a say

© Afrobarometer. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Online vs. Offline Networks

» Explores Four Different Network Types
= Online
= Union
= Community
= Religious

Image courtesy of Facebook, Inc. Source: Wikimedia Commons. This image is in the public domain.
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Online vs. Offline Networks

« Overlapping network membership increases protest
propensity
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You're a dictator.

What do you do about this pesky social
media thing?
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Information:
facts about something or someone
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King, Pan, and Roberts (2014)

Censor
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King, Pan, and Roberts (2014)

How do you study this?

»*
X

*

N .
I © Chinese Government Network. All rights reserved. This content is excluded from our Creative Commons
I I Massachusaetts Institute of Tachnology license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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King, Pan, and Roberts (2014)
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King, Pan, and Roberts (2014)

= Core finding: what gets censored?
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King, Gary, Jennifer Pan, and Margaret Roberts. Figure 1: The Chinese censorship decision tree from
“Reverse-engineering censorship in China: Randomized experimentation and participant
observation.” Science 345, no. 6199 (2014): 1-10. © American Association for the Advancement of
Science. All rights reserved. This content is excluded from our Creative Commons license. For more
information, see https://ocw.mit.edu/help/faq-fair-use/.
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King, Pan, and Roberts (2014)

= Variation across different types of sites. Why?
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King, Gary, Jennifer Pan, and Margaret Roberts. Figure 4: Histogram (density estimate) of the proportion
of posts reviewed by site from “Reverse-engineering censorship in China: Randomized experimentation
and participant observation.” Science 345, no. 6199 (2014): 1-10. © American Association for the
Advancement of Science. All rights reserved. This content is excluded from our Creative Commons
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Gohdes (2020)

Shut off telecommunications
or

Kill your enemies
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Gohdes (2020)

How do you study this?
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Gohdes (2020)
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I I I Image courtesy of Voice of America News. Source: Wikimedia Commons. This image is in the public domain.
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Gohdes (2020)

Tradeoff in telecommunications access:

Monitoring vs. Mobilization
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Gohdes (2020)

FiIGURE 1 Network (Mobile phones, 3G, and 2G) Accessibility by Syrian Governorate, June
2013-April 2015
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Gohdes, Anita R. Figure 1: Network (Mobile phones, 3G, and 2G) Accessibility by Syrian Governorate, June 2013-April 2015 from
“Repression Technology: Internet Accessibility and State Violence.” American Journal of Political Science 64, no. 3 (2020): 488-503. ©
Midwest Political Science Association. All rights reserved. This content is excluded from our Creative Commons license. For more
information, see https://ocw.mit.edu/help/faq-fair-use/.
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Gohdes (2020)

Relationship between telecommunications access
and type of violent repression
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Gohdes (2020)
Targeted VvS. Untargeted

In the hand-coded training set, records are classified Records are classified as untargeted killings if the cir-
as targeted killings if the circumstances described in the cumstances described in the aggregated report (1) in-
aggregated report (1) indicate that the victim was selected dicate that the victim was not selected based on his
based on his or her specific characteristics (e.g., “killed or her specific characteristics (e.g., “stepped on a land-
because he refused to |...],” “dissent”) and/or (2) indicate mine”), and/or (2) indicate that the method of killing was

that the method of killing was of a selective nature (e.g.,
executed by sniper, hanging, beheading, set afire), and/or
(3) indicate that the method of killing was accompanied
by other violations of a selective nature (e.g., arrest, de-
tention, prison, “found with hands/legs tied”). The ma-
jority of targeted killings are classified based on method
of killing, or accompanying violations (e.g., torture) that
indicate targeting.

not selective (e.g., explosion, bombing, shelling, mor-
tar, chemical, toxic cases), and/or (3) indicate that the
method of killing was not accompanied by other targeted
violations. '

Gohdes, Anita R. From “Repression Technology: Internet Accessibility and State Violence.”
American Journal of Political Science 64, no. 3 (2020): 488-503. © Midwest Political Science
Association. All rights reserved. This content is excluded from our Creative Commons license.
For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Gohdes (2020)
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FIGURE4 Expected Proportion (83% and 95% confidence
intervals) of Targeted Killings, Given Internet
Accessibility and Different Levels of Government
Control
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Gohdes, Anita R. Figure 4: Expected Proportion (83% and 95% confidence intervals) of Targeted Killings, Given Internet Accessibility and
Different Levels of Government Control. From “Repression Technology: Internet Accessibility and State Violence.” American Journal of
Political Science 64, no. 3 (2020): 488-503. © Midwest Political Science Association. All rights reserved. This content is excluded from our
Creative Commons license. For more information, see https://ocw.mit.edu/help/fag-fair-use/.
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Social Media (Part 2)
International Security
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THE WHITE HOUSE

ml" i

BRIEFING ROOM

Statement by President Biden on
Chemical Weapons Use by Syrian Government

APRIL 0S5, 2021 « STATEMENTS AND RELEASES

The U.S. condemns Syria's brutal use of chemical weapons
against civilians. If the Assad regime does not immediately halt
ongoing chemical attacks on Idlib, I will order the Pentagon to
conduct targeted strikes on Syrian military and government

facilities.

i
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This image is in the public domain.
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- President Biden @ v
P eroTus

The U.S. condemns Syria's brutal use of
chemical weapons against civilians. If the
Assad regime does not immediately halt
ongoing chemical attacks on Idlib, | will
order the Pentagon to conduct targeted
strikes on Syrian military and government
facilities.

1:07 PM - Apr 9, 2021

15.1K Retweets 5.2K Quote Tweets 82.7K Likes

Q (] v, &

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see

Massachusetts Institute of Tachnology 1,.//0cw.mit.edu/help/faq-fair-use/.
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Which threat is more credible?
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How does social media affect
international security?
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Kreps, Sarah. Social Media and International Relations. Cambridge University Press, 2020. © Cambridge University Press. All rights
reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/fag-fair-use/.
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Social Media + International Security

=« How does social media differ from traditional media?
YA ST

« Open access: Lacks central management

= What are the risks here?

» Directionality + speed of information flow [ty

X ON Reporfmg

= Bi/Multi-directional vs. unidirectional wra

« What does this mean for information cues? @Cablights

= Role of Al/Algorithms
- Amplifying messages
« Diffusion: Time-space

I I Massachusetts Institute of Technology

reserved. This content is excluded from our Creative Commons license.
For more information, see https://ocw.mit.edu/help/faq-fair-use/.

{ Nikol Pashinyan £ @NikolPashinyan - 4h v
“% Azerbaijan has launched a missile & aerial attack against #Artsakh.
Peaceful settlements including #Stepanakert have been attacked.
Armenian side has shot down 2 helicopters & 3 UAVs, destroyed 3 tanks.
We stay strong next to our army to protect our motherland from Azeri
invasion

Q 509 11 25K o) 3K

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For
more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Social Media + International Security

Foreign actors

7 ‘\
Mass media
) 3 14
\13

Foreign policy

12 /1 4 19

—
(=]

A

Events

11
Public opinion —_— Decision makers
6 5
A15
1) Paletz 2002, Graber 2002, Reese 2001, Baum 2003 9) Hermann & Hermann 1988, Mintz 2004, Kelodzie] 1981
2) Hamilten 2003, Zaller unpublished manuscript 10} Gartner 2004, Graber 1907, Tifft & Jonas 1999
) Cohan 1963, Sigal 1973, Bannsatt 1900, Brody 1291 11) Bahr & lyanger 1085, Andrade & Young 1996
4) Powlick 1895, Danham 1597, Mermil 1995, Malek 1938 12) Manhelm & Albritton 1984, Zhang & Gameron 2003
5) Powlick 1991, Eisinger 2003, Mauller 19495 13) Sharkey 1983, Wolfsteld 2004, Sketch 1994, Raotberg & Weiss 1596
G} Zaller 1992, Lewis 2001, Brody 2001, Jentlesen 1992 14) DeRound & Peake 2000, Clark 2003, James & Oneal 1991, Meemik 2004
T) Evans, Jacobson, & Putnam 13933 15) Feavar & Gelpi 2004, Musller 1973, Stantchew 2004, Kull & Ramsay 2001

8) Finel & Lord 1399
Figure 2 “Web of causal arrows™ linking media, the public, and decision
makers. Baum and Potter, 2008.
Kreps, Sarah. Figure 2: "Web of Causal Arrows" linking media, the public, and decision makers. Baum and Potter, 2008. From Social Media and

International Relations. Cambridge University Press, 2020. © Cambridge University Press. All rights reserved. This content is excluded from our
N . . . . . . .
I I I l I Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Social Media + International Security

= “Single most disruptive force for the sovereign state since
the idea was founded with the 1648 Treaty of Westphalia.”

= How do states use social media?
.. . : NATO
= Disinformation (Lowers barriers) STRATEGIC

COMMUNICATIONS
CENTRE OF EXCELLENCE

= Signaling/Diplomacy
= Intelligence collection

= Who are the actors?
= Social media audiences
= Social media producers

I I I N .
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Social Media + International Security

Social Media Consumption

(democracy) I - (non-democracy)
- ; Political Participation (voting,
InchoatePolitical 3 foreign policy attitude
Preferences formation)

Figure 3 The role of social media as a moderator between political preferences
and participation

Kreps, Sarah. Figure 3: The role of social media as a moderator between political preferences and participation. From Social Media and International Relations. Cambridge University Press, 2020. © Cambridge
University Press. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Social Media + International Security

« Democratic advantage or a disadvantage?

« Democratic advantage:

« Open press > accountability > prevents “foolhardy wars”
« Good governance

= But how does social media affect this?

= Uncontrolled media space = opens up room for disinformation
= Sizable portion of population gets news from social media

- Leads to a disadvantage for democracies

I I I N .
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Social Media + International Security

« Autocratic Advantage

« Autocracies and Hybrid Regimes can leverage social med|a
= Cut Access/Censor @ .

MORE | Canada reports first blood clot case following AstraZeneca
COVID-19 shot

Intelligence Gathering
= Controlling the narrative (

Live Updates: India Reports 161,736 New COVID-19 Cases
The global death toll from the coronavirus infection has topped 2.94
million; almost 136.3 million cases of the infection have been ...

& sputniknews.com

9 T Q &

I I I I Massachusetts Institute of Technology © X Corp. All rights reserved. This content is excluded from our Creative Commons
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Twitter and International Crises

= Messaging has long been a part of international crises

Image courtesy of the United States Government.
Source: Wikimedia Commons. This image is in
the public domain.

@ Donald J. Trump & @realDonald Trump
Jan 3, 2018 12:49 AM

North Korean Leader Kim Jong Un just stated that
the ‘Nuclear Button is on his desk at all times’’

Will someone from his depleted and food starved
regime please inform him that | too have a Nuclear
Button, but it is a much bigger & more powerful

one than his, and my Button works!”

Tmage courtesy of the U.S. National Archives and Records Administration.

Source: Wikimedia Commons. This image is in the public domain.
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Twitter and International Crises

= Messaging has long been a part of international crises

= Allows leaders to communicate to:

« Domestic audiences
= Rivals
= Third party international actors

= Distinction between “cheap talk” and “costly signals”
» Cheap talk: Words without consequences?
« Costly signals: “Sunk Costs” or “Tied Hands"

I I I N .
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Twitter and International Crises

= Historically, signaling is a drawn out process

« Before modern communications, getting signals from A to B took time
= Signals go through a long staffing process

Secretary of Defense Lloyd J. Austin Il & @SecDef - 4h

. . . The U.S. commitment to our Alliance with Germany and @NATO remains
u Le a d e rS 't u r n I n 'to S O C I a | m e d I a ironclad. We will increase our troop presence in Germany to further
strengthen defense and deterrence against strategic adversaries.

NeAreNATO

= 189+ World leaders on Twitter
« Why? What are the benefits?

« Tweeting: Speed + Audience size
« But Tweets go through staffing too...
= Most of the time...

© X Corp. All rights reserved. This content is excluded from our Creative Commons
license. For more information, see https://ocw.mit.edu/help/fag-fair-use/.
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Twitter and International Crises

« What are the risks of Twitter (and social media more broadly)
during crises?
= Mixed signals
= Unintended signals
= Risk of disinformation campaigns
» Tweets lack nuance—280 characters!

= Rivals are prone to misinterpret signals
« Leaders/decisionmakers often rely on heuristics

= Immediate dissemination
= No need for media filtering

I I I N .
I I Massachusetts Institute of Technology
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US Strategic Command @ @US_Stratcom - 3h v
#TimesSquare tradition rings in the #NewYear by dropping the big ball...if ever
needed, we are #ready to drop something much, much bigger.

Watch to the end! @AFGlobalStrike @Whiteman_AFB

#Deterrence #Assurance #CombatReadyForce #PeacelsOurProfession...

0:20 102K views

| B |
I I I I I © X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/fag-fair-use/.
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Twitter and International Crises

= Timing matters
= Bureaucracies might miss broader strategic issues
« Timing of tweet may send unintended signal

= Historical parallel: Oct 27, 1962 U-2
Mission
= JFK: “There’s always some son of a b****
who doesn't get the message.”

= Soviets thought this was impending attack

I I I N .
I I Massachusetts Institute of Technology
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Twitter and International Crises

» Sending mixed messages

= Poor coordination? Mad man theory?
= Effect on credibility

= US messaging surroundmg Qassem Soleimani

@ Donald J. Trump o —_—

General Qassem Soleimani has killed or
badly wounded thousands of Americans
over an extended period of time, and
was plotting to kill many more...but got
caught! He was directly and indirectly
responsible for the death of millions of
people, including the recent large
number....

- © X Corp. All rights reserved. This content is excluded from our Creative Commons
I I I license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.

Massachusetts Institute of Technology
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Twitter and International Crises

= Does Twitter escalate or de-escalate crises?

= Under what conditions?

\
\
\
\
\
\
\
\
\
\
\
LY
\
LY

© Chinese Government Network. All rights reserved. This content
is excluded from our Creative Commons license. For more
information, see https://ocw.mit.edu/help/fag-fair-use/.

Image courtesy of Shealeah Craighead of the Executive Office of the President of the United States.
Source: Wikimedia Commons. This image is in the public domain.

Image courtesy of the White House. Source: Wikimedia Commons. This image is in the public domain.

This image is in the public domain. Source: Wikimedia Commons.
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2020 COMMISSION
REPORT on the
NORTH KOREAN

NUCLEAR ATTACKS

Against
THE UNITED STATES

JEFFREY LEWIS, Ph

Lewis, Jeffrey. The 2020 Commission Report on the North Korean Nuclear Attacks
Against the United States: A Speculative Novel. Harper Paperbacks, 2018. © Harper
Paperbacks. All rights reserved. This content is excluded from our Creative Commons
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.

58



https://commons.wikimedia.org/wiki/File:Flag_of_the_United_Kingdom_(3-5).svg
https://commons.wikimedia.org/wiki/File:Donald_Trump_official_portrait.jpg
https://commons.wikimedia.org/wiki/File:Joe_Biden_official_portrait_2013_(cropped)_2.jpg

© X Corp. All rights reserved. This content is excluded
from our Creative Commons license. For more
information, see https://ocw.mit.edu/help/fag-fair-use/.

Signaling Foreign Policy Interests

THOMAS C. SCHELLING

TYING HANDS VERSUS SINKING COSTS

JAMES D. FEARON
Department of Political Science
University of Chicago

The author distinguishes between two types of costly signals that state leaders might employ in trying
to credibly communicate their foreign policy interests to other states, whether in the realm of grand strategy
or crisis diplomacy. Leaders might either (a) tie hands by creating audience costs that they will suffer ex
post if they do not follow through on their threat or commitment (i.c., costs arising from the actions of
domestic political audiences) or (b) sink costs by taking actions such as mobilizing troops that are financially
costly ex ante. Analysis of a game model depicting the essentials of cach case yields two principal results,
First, in the games' equilibria, leaders never bluff with either type of signal; they do not incur or create costs
and then fail to respond if challenged. Second, leaders do better on average by tying hands, despite the fact
that the ability to do so creates a greater ex ante risk of war than does the use of sunk- cost signals. These
results and the logu. hchmd them may hclp cxpl:un some empirical fi of i ling, such
as many crises’ app political audience costs. 'nieynliogcncr:nc
cmpirical puzzles, such as why the sccmngly plalulblc logic of inference that undermines bluffing in the
model does not operate in all empirical cases.

thn a state’s leaders threaten to use military force against another state, they
generally would prefer not to carry out the threat, even if they would, in fact, be willing
to. This is true not only in common cases of coercive diplomacy, such as that
intermittently practiced by the Western powers in Bosnia, but also for would-be
conquerors. As Clausewitz ([1830] 1984, 370) observed, “The aggressor is always
peace-loving; he would prefer to take over our country unopposed.” It seems quite
likely that the main reason for this preference not to have to resort to force is that
military operations are typically expensive and risky, obviously so for the soldiers who
must be coerced or otherwise convinced to fight, but also for the leaders who order
war.'

1. Fearon (1995) develops the general implications of this point for the problem of explaining why
wars occur. See Bueno de Mesquita, Siverson, and Woller (1992) and Bueno de Mesquita and Siverson
(1995) for some interesting evidence on the risks run by state leaders who engage in wars, Sometimes, of
course, a leadership desires to use force simply to reveal its (privately known) military capabilities and
strength to others, despite the immediate costs (Fearon 1995, 400-401),

Schelling, Thomas C. Arms and Influence. Yale University Press, 1967. Fearon, James D. "Signaling Foreign Police Interests." Journal of Conflict Resolution 41, no. 1
© Yale University Press. All rights reserved. This content is excluded from our Creative (1997): 68-90. © SAGE Publications. All rights reserved. This content is excluded from our
Commons license. For more information, see https://ocw.mit.edu/help/fag-fair-use/. Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Press, Daryl G. Calculating Credibility: How Leaders Assess Military Threats.
Cornell University Press, 2005. © Cornell University Press. All rights reserved.
This content is excluded from our Creative Commons license. For more
information, see https://ocw.mit.edu/help/faq-fair-use/.

HOW LEADERS SIGNAL DETERMINATION IN

REPUTATIONA

“RESOLVE

I B DANIELLE L. LUPTON

Lupton, Danielle L. Reputation for Resolve: How Leaders Signal Determination in

International Politics. Cornell University Press, 2020. © Cornell University Press.
All rights reserved. This content is excluded from our Creative Commons license.
For more information, see https://ocw.mit.edu/help/faq-fair-use/.

Statements of Resolve

Achieving Coercive Credibility
in International Conf

Roseanne W, McManus

McManus, Roseanne W. Statements of Resolve: Achieving Coercive
Credibility in International Conflict. Cambridge University Press, 2017. ©
Cambridge University Press. All rights reserved. This content is excluded
from our Creative Commons license. For more information,

see https://ocw.mit.edu/help/faq-fair-use/.
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Covert Communication: The Intelligibility and Credibility
of Signaling in Secret

Austin Carson and Keren Yarhi-Milo

ABSTRACT
Can states credibly communicate their intentions through covert

In March 1969, US B-52 Stratofortress bombers conducted secret raids on Viet-
cong targets in Cambodia.’ These massive bombers, capable of carrying seventy
thousand pounds of explosives, conducted raids that could not feasibly be kept

American Political Science Review

Vol 101, No. 3 August 2007

DOL: 10,101 S000005 S407070094.

Efficient Secrecy: Public versus Private Threats in Crisis Diplomacy
SHUHEI KURIZAKI  Texas A&M University

s paper explores when and why private icati y. C
andience-cost models suggest that state leaders must go public with their ann in intermational

works in crisis di

crises because leaders cannot tie their hands if signals are isswed privately. | present a crisis
Aﬂx\undn. W whln both the sender and the receiver of signals have a domestic audience. The

that a private threat, albeir of limited credibility, can be equally

ysis
compelling ax @ !ully credible public threat, The analysix suggests that secrecy works in crisis diplomacy
despise lts informational inefficacy. Secrecy inswlates leaders from domestic political consequences when
they capitulate 1o a challenge to avoid risking unwarranted war. The logic of efficient secrecy helps shed
light on the unaccounted history of private diplomacy in international crises. The Alaska Bowndary

Dispute illustrates this logic.

Secrecy is the very sowl of diplomacy.
~Frangoss de Callires, 1716

uring the Cuban Missile Crisis, President

Kennedy went on TV and publicly confronted

Chairman Khrushchev with military threats
and a blockade, Eight years later, when the United
States discovered that the Soviet Union was construct-
ing a submarine base in Cuba, Henry Kissinger and
President Nixon settled the Cienfuegos Submarine
Base Crisis through diplomacy that was almost entirely
private. Kissinger (1979, 651) later wrote, “Rather than
a dramatic confrontation on the order of 1962, we
considered that quiet d-piom-q -u best suited to
giving the USSR an opp i mlbmll

municate their levels of resolve or capabilities. These
models further suggest that normal forms of diplomacy.
such as the one Nixon and Kissinger turned to, cannot
credibly convey one’s resolve in crisis bargaining in
the presence of strategic incentives to misrepresent or
withhold private information (e.g.. Fearon 1994, 1995;
Ramsay 2004).

The audience-cost story helps us explain why state
leaders go public with military coercion and provoke
public confrontations. However, it has yet 1o explain
another class of cases, including the 1970 Cienfuegos
crisis, where state Jeaders go against the logic of the
tying-hands mechanism and secrecy plays an important
role in settling a dispute. The historical record shows
that the use of private tactics and quict mancuvers is

humiliation.” This incident ewld ha\\- \! lo a

practice in crisis diplomacy, and raises unom
the

second Cuban crisis, but secret dj

about the

persuaded the Soviet Union to concede without raising
he risk of war,

According to the recent rationalist literature on cri-
sis bargaining. the Cienfuegos crisis should not have
ended in the w-y it did, This lterature tums to aecl‘

private dipl derived from existing studies. ’mh
presents a puzzle: When and why do state leaders ra-
tionally conclude that staying private is desirable, as
opposed 1o going public, despite the suggested benefits
of the tying-hands mechanism?

Despite the importance and prevalence of the pri-

ible as key to
ing state bthnnov in crises (e.g.. Powell 2002; Schultz
2001a). A well-established way to reveal

vale signaling in crises, few if any studies
in international relations address this puzzie. While

or to establish commitments is to invoke the so-called
rying-hands mechanism (Schcnlng 1966), and a com-
mon method of doing so is to generate audience costs
(e.g., Fearon 1997)." Recent audience-cost models typi-
cally claim that state leaders should go public with their
demands and engage their domestic audience to com-

Shubct Kurizaki s Awintant Professor, Department of Polbtical S
ence, Texan A&M Usiveruty, 4348 rAuu College Station, TX
TIRAIA4S (Kerirakipolnc tamu.

Tam graseful so Ken Schaltz, Barry 0\(‘! Jammves Morros. Ahmer
Tarar. Andrew Kydd, and thece reviewers for valuable discussions.
and suggestions. 1 abo hank Lisa Blaydes, Marisa Kellam, Lecat
Yaris, and participants at the Monday sermnar n Nnruu Usiver-
sity’s John Olis [astituse for Strategic Studies Coburnbia
University International Politics Seeinar (ﬂJIPS) for bﬂﬂu‘ com-
ments. Financial support of the Institete 0n Global Coeflict and Co-
operation of the University of Cabforsia i pratefully scksowhodged.
! Fearom (1997) shows that the so-called senk-<ost mechasism can

in Shaatchey (2005)
shows that purcly miltary issiraments can aho imvoke the fying:
hand mechanmen in cnses wathout asdicnce costy.

exlslmg di models offer some idea about
the incentives that leaders face in deciding to go pri-
vate (eg, Leventoghu and Tarar 2005), these models
are not best suited for a rigorous investigation of this
puzzle because they are not explicit about how crisis
diplomacy unfolds in private, but instead assume that
cnses are public events (Fearon 1994).

This paper presents a formal mocel 10 bridge this gap

Y g the of private
ugm]mg in international crises. Building on a standard
audionce-cost model, | show that going private with
one’s challenge not only can effectively compel an op-
pooent to capitulate, but also can make both parties
10 a crisis better off The model offers a reason why
leaders cannot rationally ignore private threats simply
because they avoid costs of going public.

The model augments the literature on crisis bargain-
ing and audience costs by bringing in several perspec-
tives. First, the explicit analysis of actons” decisions to
£0 public or private allows us to simultaneously explain
why carlier models concluded that quict diplomacy is

"

Kurizaki, Shuhei. "Efficient Secrecy: Public versus Private Threats in Crisis Diplomacy.
American Political Science Review 101, no. 3 (2007): 543-58. © Cambridge University
Press on behalf of the American Political Science Association. All rights reserved. This
content is excluded from our Creative Commons license. For more information, see
https://ocw.mit.edu/help/faq-fair-use/.

Carson, Austin, and Keren Yarhi-Milo. "Covert Communication: The Intelligibility and
Credibility of Signaling in Secret." Security Studies 26, no. 1 (2017): 124-56. © Taylor
& Francis. All rights reserved. This content is excluded from our Creative Commons
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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Potential Outcomes

= Cheap talk (<)
» Low “cost”
» Perceived lack of coordination vs. official statements
« Numerous tweets per day

« Just as credible as official statements (=)

= Ties hands: visible to millions
= Written record: harder to deny
= Perceived as going through same vetting process

« More credible than official statements (>)
= True thoughts of leader
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Selfies and Citizen Journalism

Green-Riley, Naima, Dominika Kruszewksa-Eduardo, and Ze Fu. “Teargas and Selfie Cams: Foreign Protests and Media in the Digital Age.” Journal of Experimental Political
Science 9, no. 2 (2022): 203-15. © Naima Green-Riley, Dominika Kruszewksa-Eduardo, and Ze Fu, 2021. Published by Cambridge University Press on behalf of The
Experimental Research Section of the American Political Science Association. All rights reserved. This content is excluded from our Creative Commons license. For more

Journal of Experimental Political Science (2021) 1-13 CAM BRIDGE
doi:10.1017/XPS.2021.1 UNIVERSITY PRESS

RESEARCH ARTICLE

Teargas and Selfie Cams: Foreign Protests and
Media in the Digital Age

Naima Green-Riley* 2, Dominika Kruszewska-Eduardo and Ze Fu

Department of Government, Harvard University, Cambridge, MA 02138, USA, Email: zefu@g harvard.edu,
Twitter: @naimagreenriley
*Corresponding author: Email: ngreen@g harvard.edu

Abstract

This study explores the impact of repression of foreign protests and the media source
reporting the news upon American foreign policy preferences for democracy promo-
tion abroad. We use two survey experiments featuring carefully edited video treatments
to show that even short media clips presenting foreign protests as violently repressed
increase American support for targeted sanctions against the hostile regime; however,
these treatments alone do not inspire respondents to political action. Furthermore, we
do not find evidence that mobile treatment magnifies the effects of violence.

Keywords: Public opinion; media effects; foreign policy; protest
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Selfies and Citizen Journalism

Two Experiments

1) Studies Violent/Non-violent repression
2) Effect of Medium (news v. selfie)

I I I N .
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Selfies and Citizen Journalism

Effect of violence on support for sanctions
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Selfies and Citizen Journalism

Marginal effect of mobile footage
conditional on V = 1
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How to Confront the Social Media Threat

» What do deterrence and compellence look like?
= Will continue this conversation next week (Cyber)

« Who are the new actors in this challenge?
« What ethical and legal issues does this raise?

» How have organizations changed?

« What are the tradeoffs of using social media during crises?

I I I N .
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67



How to Confront the Social Media Threat

The Washington Post

National Security

U.S. Cyber Command operation disrupted Internet
access of Russian troll factory on day of 2018
midterms
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— Nakashima, Ellen. "U.S. Cyber Command operation disrupted Internet access of Russian troll factory on day of 2018 midterms," Washington Post, February 26, 2019. ©
I I I I I Nash Holdings. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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How to Confront the Social Media Threat

The Washington Post

Sections =

Facebook takes down Russian operation that
recruited U.S. journalists, amid rising concerns
about election misinformation

Dwoskin Elizabeth, and Craig Timberg. "Facebook takes down Russian operation that recruited U.S. journalists, amid rising concerns about election misinformation," Washington Post,
September 1, 2020. © Nash Holdings. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/fag-fair-use/.

@realdonaldtrump

Account suspended

Is accounts which violate the

N .
I I I I I © X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see
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How to Confront the Social Media Threat

Donald J. Trump @ @realDonaldTrump - Jus v
...On Monday they shot down an unmanned drone flying in International Waters

We were cocked & loaded to retaliate last night on 3 different sights when |
asked, how many will die. 150 people, sir, was the answer from a General. 10
minutes before the strike | stopped it, not..

-

23K I 26K J 119K

Donald J. Trump @ @ realDonaldTrump - Jus v
...proportionate to shooting down an unmanned drone. | am in no hurry, our

Military is rebuilt, new, and ready to go, by far the best in the world. Sanctions
are biting & more added last night. Iran can NEVER have Nuclear Weapons, not
against the USA, and not against the WORLD!

»

23K 1 29K J 143K

© X Corp. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/fag-fair-use/.
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A Final Question...

“Twitter is the single-most disruptive force for the sovereign
state since the concept was founded with the 1648 Treaty of
Westphalia. | don’t think the internet will take an eraser to state
sovereignty, but it is inherently anti-state.”

-Alec Ross

Patrikarakos, David. From War in 140 Characters: How Social Media Is Reshaping Conflict in the Twenty-First Century. Basic Books, 2017. © Basic Books. All rights reserved. This content is excluded from our Creative
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.
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