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Cyber…war? 

2



Newman, Lily Hay. "Atlanta Spent $2.6M to Recover From a $52,000 Ransomware Scare." WIRED, April 23, 2018. © Condé Nast Publications. All rights reserved. This content is excluded from our Creative Commons license. 
For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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© Sony Pictures Releasing. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Robles, Frances, and Nicole Perlroth. "'Dangerous Stuff': Hackers Tired to Poison Water Supply of Florida Town," New York 
Times, February 8, 2021. © The New York Times Company. All rights reserved. This content is excluded from our Creative 
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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When the screens went black: How NotPetya 

taught Maersk to rely on resilience - not luck 

- to mitigate future cyber-attacks

" C9 11 e rm 

Serendipity intervened to rescue world's largest shipping conglomerate in 2017 

111·-II MassachuHtts lnstitut. ofTechnolo&Y Bannister, Adam. "When the screens went black: How NotPetya taught Maersk to rely 
on resilience—not luck—to mitigate future cyber-attacks." PortSwigger, December 9, 
2019. © PortSwigger Ltd. All rights reserved. This content is excluded from our Creative 
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 

Courtesy of Official Internet Resources of the President of Russia. Used 
with permission. License CC BY. 

Image courtesy of the Government of Ukraine. 
Source: Wikimedia Commons. This image is in the public domain. 
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Image courtesy of USAMHI. Source: Wikimedia Commons. This image is in the public domain. 

© World Bank. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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   How did we get here? 
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Branch, Jordan. The Cartographic State: Maps, Territory, and the Origins of Sovereignty. Cambridge University Press, 2014. © Cambridge University Press. 
All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Views on technology 
Image courtesy of Cover Images/The Ministry of Medium Machine Building of the USSR/Associated Press. 
Source: Wikimedia Commons. This image is in the public domain. 

Gray, Colin S. Weapons Don’t Make War: Policy, Strategy, & Military 
Technology. University of Kansas Press, 1993. © University of Kansas Press. 
All rights reserved. This content is excluded from our Creative Commons 
license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 

Techno-determinism 
Strict 

Independent causal effect 
Autonomous agent 

Socially constructed 
Strict 

Social processes shape
innovation and use 
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Paradigms: Constructivism 

• Focuses on shared norms and ideals 

• Everything is “socially constructed” 

• ”Anarchy is what you make of it” 

• Critique: Who shapes definitions/norms? 

• Technology is socially constructed 

Wendt, Alexander. Social Theory of International 
Politics. Cambridge University Press, 1999. © 
Cambridge University Press. All rights reserved. 
This content is excluded from our Creative 
Commons license. For more information, see 
https://ocw.mit.edu/help/faq-fair-use/. 
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   What’s in a Name? 

• Examines how metaphors shape practice/behavior 
• What are metaphors? (Foundational Metaphors) 
• How did metaphors become part of “cyber” in U.S? 
• What are the “rhetorical effects” of terminology? 

• Metaphor: “understanding/experiencing one kind of thing
in terms of another” 
• Reshape thinking, decision-making, and outcomes 
• Create implicit mental models (heuristics!) 
• Often used for hard-to-define concepts 
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   What’s in a Name? 

Image courtesy of mxmstryo on Flickr. License CC BY. 

© Gen Digital Inc. All rights reserved. This content is © manop / Shutterstock.com. All rights reserved. This content is excluded from our Creative 
excluded from our Creative Commons license. For more Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
information, see https://ocw.mit.edu/help/faq-fair-use/. 
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   What’s in a Name? 

Image courtesy of the U.S. Navy, Office of Public Relations. Source: Wikimedia Commons. This image is in the public domain. 
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   What’s in a Name? 

• Cyberspace 
• Arises in early 1980s (William Gibson) 
• What does this term connote? 
• Connection to realist logics of power/influence? 

© National Geographic Maps. All rights reserved. This content is excluded from our Creative © Yonathan Meguira . All rights reserved. This content is excluded from our Creative 
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 

Meguira, Yonathan."How many lines of code have you written?" Medium. July 16, 2017. 
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   What’s in a Name? 

Woodford, Shawn. "Army And Marine Corps Join Forces To Define Multi-Domain Battle Concept." The Dupuy Institute. February 3, 2017. © The Dupuy 
Institute. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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What’s in a Name? 

• Cyberspace as a ”domain” 
• Incorporated into military doctrine• consolidation over time 
• Export “terrestrial” terms into cyber realm• fit with military ideas 

• “Cyber fires”; “Cyber targets”; “cyber weapons” 

Image courtesy of George Johnson, Aviation Section, U.S. Army Signal Corps. Image courtesy of Mass Communication Specialist 3rd Class Scott A. Raegen of the U.S. Navy.Image courtesy of Richard Watt/MOD. Source: Wikimedia Commons. This file is 
licensed under the Open Government Licence version 1.0. Source: Wikimedia Commons. This image is in the public domain. Source: Wikimedia Commons. This image is in the public domain. 
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   What’s in a Name? 

• Cyberspace as a ”domain” 
• Incorporated into military doctrine• consolidation over time 
• Export “terrestrial” terms into cyber realm• fit with military ideas 

• “Cyber fires”; “Cyber targets”; “cyber weapons” 

Meguira, Yonathan."How many lines of code have you written?" Medium. July 16, 2017. © Yonathan Meguira . All rights reserved. This content is excluded 
from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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What’s in a Name? 
• Metaphors have a real world effect 

• Is there a problem with cyber “militarization”? 

• Militarization of cyberspace 
• Concepts of operations/”defend forward” (2019) 

• Bureaucratic battles/organizational change 
• RMA logic at play? 
• Within and across services 

Credit for these images are on page 53. 
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What’s in a Name? 
• Air Force attempts to become lead service in cyber domain 

• Parallels with space, key to command and control, long range strike 
2008 (Not activated) 2009- 2018 2018 -2019 2019 -Present 

Credit for these images are on page 54. 
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   What’s in a Name? 

Nakashima, Ellen. "U.S. Cyber Command operation disrupted Internet access of Russian troll factory on day of 2018 midterms," 
Schmitt, Michael N., ed. Tallinn Manual on the International Law Applicable to Washington Post, February 26, 2019. © Nash Holdings. All rights reserved. This content is excluded from our Creative 
Cyber Warfare. Cambridge University Press, 2013. © Cambridge University Press. Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
All rights reserved. This content is excluded from our Creative Commons license. 
For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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   What’s in a Name? 

• Branch makes strong claims, but we run into the
fundamental problem of causal inference 

• Counterfactual analysis 
• What if it wasn’t viewed as a “cyberspace domain” 
• What if it were an “eco-system” instead? 

Meguira, Yonathan."How many lines of code have you written?" Medium. July 16, 2017. © Image courtesy of the U.S. Department of Homeland Security. 
Yonathan Meguira . All rights reserved. This content is excluded from our Creative Source: Wikimedia Commons. This image is in the public domain. 
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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     But what is cyber war? 

Healey, Jason. "Cyber Effects in Warfare: Categorizing the Where, What, and Why." Texas National Security Review 7, no, 4 
(2024): 37-50. © University of Texas Press. All rights reserved. This content is excluded from our Creative Commons license. 
For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Prior to hostilities 

During hostilities (but not on front lines) 

During hostilities (on the battlefield) 
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Are these distinctions clear cut? 
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 Some implications… 
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 Legal Challenges 

• Who responds to cyber threats? 
• Government agencies (which ones?) 
• Private firms? 

• Title 50 vs. Title 10 Authorities 
• Title 50: Covert action 
• Title 10: Traditional military activity 
• Different under international/domestic law 

• Differing levels of oversight 
• Line is fuzzy…and getting fuzzier 

• “Tug of war” between actors 

Image courtesy of the United States Cyber Command. 
Source: Wikimedia Commons. This image is in the public domain. 

Image courtesy of the United States Government. 
Source: Wikimedia Commons. This image is in the public domain. 

Nakashima, Ellen. "U.S. military cyber operation to attack ISIS last 
year sparked heated debate over alerting allies," Washington Post, 
May 8, 2017. © Nash Holdings. All rights reserved. This content is 
excluded from our Creative Commons license. For more information, 
see https://ocw.mit.edu/help/faq-fair-use/. 
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Legal Challenges 

Dr. James Lewis, CSIS 

Image courtesy ofthe National Security Agency. Source: Wikimedia Commons. This image is in the public domain. 

28

© Source unknown. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.

https://commons.wikimedia.org/wiki/File:General_Paul_M._Nakasone_(NSA).jpg


 
       

     

      
        

       
    

     

       
    

    
 

   

 Legal Challenges 
• Hacking Back?

• Introduction of Active Cyber Defense Certainty (ACDC) Act
• Never emerged from committee (multiple times)

• ACDC Act allows for private-sector cyber defense
• Allows for beacons to track pilfered data (”GPS for data”)

Image courtesy of Aranami on Flickr. License CC BY.
• Potentially allows for destruction/locking up of stolen data 

• Limited ACDMs: Attribute, Disrupt, Monitor
• List of prohibitions: Can’t impact defense/government computers

• Would ACDC Act enable violations of existing law?
• Computer Fraud and Abuse Act

© Michigan State University. All rights reserved. 
This content is excluded from our Creative 
Commons license. For more information, see 
https://ocw.mit.edu/help/faq-fair-use/.

• What are the political implications
• Principal-agent problems?
• Who are actors here?
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  Is this all overblown? 
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MassachuHtts lnstitut. ofTechnolo&Y 
Gartzke, Erik. "The Myth of Cyberwar: Bringing War in Cyberspace Back Down to Earth." International 
Security 38, no. 2 (2013): 41-73. © The President and Fellows of Harvard College and the Massachusetts 
Institute of Technology. Used with permission.
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MassachuHtts lnstitut. ofTechnolov 
Maschmeyer, Lennart. "The Subversive Trilemma: Why Cyber Operations Fall Short of Expectations." 
International Security 46, no. 2 (2021): 51–90. © The President and Fellows of Harvard College and the 
Massachusetts Institute of Technology. Used with permission.
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      “Inferior to terrestrial wars…[cyber is] not
likely to serve as final arbiter.” 
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“Not even useful as an isolated instrument 
of coercive foreign policy.” 
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   The Myth of Cyberwar? 

• Deterrence + coercion is difficult in cyberspace
• Attribution is challenging
• Use it and Lose it capabilities
• Temporary effects 

• Military operations have political goals
• Can’t hold territory
• Cyber must operate alongside military force

• Gartzke references Stuxnet…valid comparison?

• What do we think of these claims

35



Figure 1. The Subversive Trilemma 

Speed Speed Speed 

Intensity Control Intensity • Control Intensity Control 

NOTE: In each diagram, the dotted triangle shows how increasing one of these three vari­
ables tends to decrease the others compared with a given state in which all are balanced, 
which is represented by the solid triangle. 

Maschmeyer, Lennart. Figure 1: The Subversive Trilemma. From "The Subversive Trilemma: Why Cyber 
Operations Fall Short of Expectations." International Security 46, no. 2 (2021): 51–90. © The President and 
Fellows of Harvard College and the Massachusetts Institute of Technology. Used with permission. 

MassachuHtts lnstitut. ofTechnolov 
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 Battlefield Effects? 

• Kostyuk and Zhukov use data from Syria and Ukraine (pre-
2022) 

• Timing of cyber actions is independent of ground combat 
• Examine thousands of cyber operations by both 

government/anti-government forces 

• No strategic interaction between ”cyber warriors” 
• Independent campains 
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   The Myth of Cyberwar? 

© Sony Pictures Releasing. All rights reserved. This content is excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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   The Myth of Cyberwar? 

Image courtesy ofthe U.S. Navy, Office of Public Relations.Source: Wikimedia Commons.This image is in the public domain. Image courtesy ofthe Nuclear Regulatory Commission.Source: Wikimedia Commons. License CC BY. 

39

https://commons.wikimedia.org/wiki/File:USS_West_Virginia2.jpg
https://commons.wikimedia.org/wiki/File:Gas_Centrifuges_-_1984_(14655893576).jpg


   The Myth of Cyberwar? 

Sanger, David E. and William J. Broad. "Trump Inherits a Secret Cyberwar Against North Korean Missiles," New York Times, March 4, 2017. © The New York Times Company. All rights reserved. This content is 
excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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  Escalation in the Cyber Domain 

June 2017 
"NATO Warns Use of Article 5 Over Cyber Attack, Members Pledge Spending Increase," Haaretz, June 28, 2017. © Haaretz Daily 
Newspaper Ltd. All rights reserved. This content is excluded from our Creative Commons license. For more information, see 
https://ocw.mit.edu/help/faq-fair-use/. 

41

Sanger, David E., and Mark Mazzetti. "U.S. Had Cyberattack Plan if Iran Nuclear Dispute Led to Conflict," New York 
Times, February 16, 2016. © The New York Times Company. All rights reserved. This content is excluded from our 
Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.

Sanger, David E., and William J. Broad. "Pentagon Suggests Countering Devastating Cyberattacks With Nuclear 
Arms," New York Times, January 16, 2018. © The New York Times Company. All rights reserved. This content is 
excluded from our Creative Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/.



     
      

What does this tell us about the conditions under 
which cyber operations might have greatest effect? 
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Concepts: Escalation 
• Increase in intensity or scope of conflict 

• Vertical or horizontal (Morgan et al 2008; Smoke 1977) 

• Escalation ladder? (Kahn 1968) 

• Wormhole? 

• Thresholds: “dividing lines” 
• “New action” vs. “More of the same” (Schelling 1967) 

• Action-reaction process 
• Interaction dictates escalation (Carson 2018) 

• Context dependent (Smoke 1977) 

• Crises 
• Heightened likelihood of hostilities (Brecher 1993) 

Image courtesy of the Federal Government of the United States. 
Source: Wikimedia Commons. This image is in the public domain. 

Nakashima, Ellen. "U.S. Cyber Command operation disrupted Internet access of 
Russian troll factory on day of 2018 midterms," Washington Post, February 26, 2019. © 
Nash Holdings. All rights reserved. This content is excluded from our Creative 
Commons license. For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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Concepts: Escalation 

• Escalation control: Low rungs on ladder 

• Not a total absence of hostilities 
• Backstage activity (Carson 2018) 

• Stability-Instability Paradox (Snyder 1961) 

• US, Israel military doctrines (IDF 2016) 

• Where does cyber fit on the escalation ladder? 

Kahn, Herman. "Figure 3: An Escalation Ladder." From On Escalation: 
Metaphors and Scenarios. Routledge, 2009. © Routledge. All rights 
reserved. This content is excluded from our Creative Commons license. 
For more information, see https://ocw.mit.edu/help/faq-fair-use/. 
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How should we study whether cyber
warfare is escalatory? 
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 Emerging Technologies + IR 

• Confront the fundamental problem of causal inference 
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ed (“of a different kind”)
• Effects based

Determinants of Retaliation 
• Kreps and Das (2017) 

• RQ: What affects public support for retaliation following a cyber attack? 

• Driving Factors: 
• Kinetic vs. Non-kinetic (H1a) 

• Banks vs. Nuclear infrastructure 
• Scale (H1b) 

• $3B vs. $30B / hundreds vs. thousands 
• Certainty of attribution (H2) 

• Probably vs. almost certainly (Russia) 
• Elite consensus on attribution (H3) 

• Bipartisan support vs. w/o bipartisan support 

• What are our expectations for each of these factors? 

47



  Determinants of Retaliation 
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  Variation in Escalation 
• Kreps and Schneider (2019) 

• RQ: Do cyber and conventional attacks drive the same types of responses? 

• Two theoretical escalation pathways 
• Means based (“of a different kind”) 
• Effects based 

• “Firebreaks” in means based pathway 
• Cold Wars have a nuclear firebreak (or threshold) 
• But, (typically) difference in nuke vs. conventional effects 

• So how should we set up this experiment? 
• What should we manipulate? 
• Who should our sample (respondents) be? 

49



  

   

  Variation in Escalation 

Cyber Attack or Conventional Attack or Nuclear Attack 

or oror 

How would your retaliate? 

50



  

   
  

  Variation in Escalation 

Cyber Attack or Conventional Attack or Nuclear Attack 

or oror 

Thoughts on research design?
Sample, Country, Confounders? 

51



  Variation in Escalation 
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Credits for the images on page 19 

Seal of the United States Cyber Command. Image courtesy of the United States Cyber Command. Source: Wikimedia Commons. This image is in the 
public domain. 

United States Tenth Fleet seal. Image courtesy of the U.S. Navy. Source: Wikimedia Commons. This image is in the public domain. 

Emblem of the 16th Air Force of the United States Air Force. Image courtesy of the U.S. Air Force. Source: Wikimedia Commons. This image is in the 
public domain. 

United States Army Cyber Command Shoulder Sleeve Insignia. Image courtesy of the U.S. Army Institute of Heraldry. Source: Wikimedia Commons. 
This image is in the public domain. 

Deputy Chief of Staff for Intelligence, Surveillance, Reconnaissance, and Cyber Effects Operations of the United States Air Force emblem. Image courtesy 
of the U.S. Air Force. Source: Wikimedia Commons. This image is in the public domain. 

US Army Cyber Branch Insignia. Image courtesy of the U.S. Army Institute of Heraldry. Source: Wikimedia Commons. This image is in the public 
domain. 

Information Dominance Corps breast insignia. Image courtesy of N2/N6C111. Source: Wikimedia Commons. This image is in the public domain. 

New Air Force cyberspace badge. Image courtesy of the U.S. Air Force. This image is in the public domain. 
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Credits for the images on page 20 

Emblem of Air Force Cyber Command (Provisional) of the United States Air Force. Image courtesy of the U.S. Air Force. Source: Wikimedia 
Commons. This image is in the public domain. 

Emblem of Air Force Space Command of the United States Air Force. Image courtesy of the U.S. Air Force. Source: Wikimedia Commons. This image 
is in the public domain. 

Emblem of the 24th Air Force of the United States Air Force. Image courtesy of the U.S. Army Institute of Heraldry. Source: Wikimedia Commons. 
This image is in the public domain. 

Emblem of the USAF Air Combat Command. Image courtesy of the U.S. Army. Source: Wikimedia Commons. This image is in the public domain. 

Emblem of the 16th Air Force of the United States Air Force. Image courtesy of the U.S. Air Force. Source: Wikimedia Commons. This image is in the 
public domain. 

Logo for United States Air Force Cyber Command (AFCYBER). Image courtesy of afcyber.af.mil, VRIN 180405-F-ZZ999-0002.PNG. Source: 
Wikimedia Commons. This image is in the public domain. 
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