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‘ | | Desktop Snooper - Monitoring all Acti...

It's like having a hidden camera looking at anyone's computer
vou choose. Desktop Snooper records everything they do
and all the evidence is all captured right from their computer
monitor. Then it's stored In a secret lacation on that pc that
only you will know about. Once the recording is done, the
pictures, and movie footage will be their for you to view at any
time.
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Flash ‘ ‘ Includes: |

Includes:

@& Adjustable screen shot settings let's vou set the picture taking intervals

Screen shot and chat room recorder makes Desktop Snooper the fastest
way to catch a cheating wife, husband, girlfriend, or boyfriend

Chat log recorder helps stop pedophiles before they ever get a chance o
meet your child in person!

WCR like features make it a snap to find out if you kids or teens are viewing
adult material

@ Set the pc o take picutures as often as 1 every minute
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Deskiop Snooper automatically starts up in hidden, stealth mode so that it's almost

impossible to detect an a PC _
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Desktop Snooper is easier to use than a tape recorder or camcorder]

.,|_|

Deskiop Snooper takes secret pictures and recards every emall sent and received,
every instant message, and every wehsite visited. You can also secretly record all
AOL, Yahoo, and |CQ chat and email actvity, Plus Znooper will even record all
software activity displayed on the maonitar,

The nurnber one guestion asked is: Will Snooper allow me to capture the
pass-words entered into a members only pay website? The answer is of
course, YES! And Snoaper will even decode the xxxxx encypted entries so you'll get
the whale user ID and passward, Mat just half of it!

Desktop Snooper automatically starts up in hidden, stealth mode so that it's almost
impossible to detect an a FCI

¥
-

fou choose your awn custorm passward to get into Desktop
\.lrILILIF.II:'I’l Thl secret FI-I wurd }vE 81 ensures th-at |-|r||'_'|" U

ou can be using Desktop Snooper iterally within 7 seconds
from the tirne you install itl Download it and give it a try right now!

Now with AOL Spy, Web Spy. Net Spy, Email Spy, Text Spy, Keyboard Spy,
and Chat Spy.

Desktop Snooper makes secret recordings of all Wt-L tes visited, all emails sent and
recemed, all keystrokes typed, all Yahoo instant messages and AL_JL messages. Plus,
records all software prograrms running.

Thiz software narmally sells for $49.95,
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Court: Wife broke law with spyware

By Declan MeCullagh
Staff W'riter, CHET MNews. com
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A wife who installed spyware on her hushand’s computer to
secretly record evidence of an extramarital affair violated state
law, a Florida court ruled Friday.

The Flonda Appeals Court, Fifth District said that Beverly Ann O'Brien
“lllegally obtained" recards of husband James' online conversations
with another woman as the twao played Yahoo Dominoes together,

“It iz illegal and punizhahle as a crime under (state law) to intercept
electronic communications,” wrote Judge Donald Grincewicz on behalf
of a three-judge panel.

He and the twa ather judges barred Beverly O'Brien from revealing the
contents of the intercepted conversations, and said the chat records
could not be introduced as evidence in the unhappy couple's divarce
proceedings.
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Global Disk Storage per Person

1983 1996 2000
Storage (TB) 90 160,623 2,829,288
Population(mil) 4500 5,767 6,000
GDSP (MB/person)|| 0.02 28 472
Person-time/page (|2 mon 1hr 3.5 min

0OSP over Time
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Typical Birth Certificate Fields, post 1925

Field name

Child's first name

Child's middle name (sometimes or initial)
Child's last name

Day, month and year of birth

City and/or County of birth (sometimes hospital)
Father's name

Mother's name (including maiden name)

Place of birth (address and town/city)

Mother's age and address

Mother's birthplace (town/city, state, county)
Mother's occupation

Mother, number of previous children

Father's age and address

Father's birthplace (town/city, state, county)
Father's occupation 8




Typical Electronic Birth Certificate Fields
iIn 1999 -starting fields 1-15

Field# Size Field nhame
1 File Status
50 Baby’s First Name
50 Baby’s Middle Name
50 Baby’s Last Name
1 Baby’s Suffix Code
3 Baby’s Suffix Text
8 Baby’s Date of Birth
5 Baby’s Time of Birth

0O ~NO O, WN -

9 1 AM/PM Indicator

10 1 Baby’s Sex

11 3 Blood Type

12 1 Born Here?

13 40 Place of Birth

14 1 Facility Type )



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 16-30

Field# Size Field name
16 20 County of Birth
17 6 Certifier's Code
18 30 Certifier's Name
19 1 Certifier’s Title
20 30 Attendant’s Name
21 1 Attendant’s Title
22 23 Attendant’'s Address
23 19 Attendant’s City
24 2 Attendant’'s State
25 10 Attendant’s Zip Code
26 50 Mother’s First Name
27 50 Mother’s Middle Name
28 50 Mother’s Last Name
29 9 Mother’s Social Security Number
30 8 Mother’s Date of Birth 10




Typical Electronic Birth Certificate Fields
in 1999 -starting fields 31-45

field# Size Field name
31 3 Mother’s State of Birth
32 7 Mother’s Residence Address
33 2 Mother’s Residence Direction
34 20 Residence Street Address
35 10 Residence Type
36 2 Residence Extension
37 10 Residence Apartment #
38 20 Mother’s Town of Residence
39 1 Mother’s Residence in City Limits
40 14 Mother’s County of Residence
41 3 Mother’s State of Residence
42 10 Mother’s Residence Zip Code
43 38 Mother’s Mailing Address
44 19 Mother’s Mailing City

45 2 Mother’s Mailing State 11



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 46-60

Field# Size Field hame
46 10 Mother’s Mailing Zip Code
47 1 Mother Married?
48 50 Father’s First Name
49 50 Father’s Middle Name
50 50 Father’s Last Name
51 1 Father’s Suffix Code
52 9 Father’s Suffix Text
53 9 Father’s Social Security Number
54 8 Father’s Date of Birth
95 3 Father’s State of Birth
56 14 Mother’s Origin
57 14 Mother’s Race
o8 2 Mother’s Elementary Education
29 2 Mother’s College Education

60 11 Mother’s Occupation 12



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 61-75

Field# Size Field name

61 11 Mother’s Industry

62 14 Father’s Origin

63 14 Father’s Race

64 2 Father’s Elementary Education
65 2 Father’s College Education
66 11 Father’s Occupation

6/ 11 Father’s Industry

68 1 Plurality

69 1 Birth Order

70 2 Live Births Still Living

71 2 Live Births Now Dead

72 4 Month/Year Last Live Birth
73 2 Number of Terminations

74 4 Month/Year Last Termination

75 1 Baby’s Weight Unit 13



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 76-90

Field# Size Field name
76 5 Baby’s Weight
77 6 Date of Last Normal Menses
/8 1 Month Prenatal Care Began
79 2 Total Number of Visits
80 2 Apgar Score — 1 Minute
81 2 Apgar Score — 5 Minute
82 2 Estimate of Gestation
83 6 Date of Blood Test
84 22 Laboratory
85 1 Mother Transferred In
86 30 Facility Mother Transferred From
87 1 Baby Transferred Out
38 30 Facility Baby Transferred To
89 1 Tobacco Use During Pregnancy

90 3 Number of Cigarettes/Day 14



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 91-105

Field# Size Field name

91 1 Alcohol Use During Pregnancy

92 3 Number of Drinks/Week

93 3 Mother’s Weight Gain

94 1 Release Info For SSN

95 6 Operator Code

96 12 Hospital ID

97 1 Sent to Romans

98 1 Sent to APORS

99 16 Other Certifier Specify
100 12 Temporary Audit Number
101 16 Other Facility Specify
102 16 Other Attendant Specify
103 1 Mother’s Race
104 1 Father’s Race

105 2 Mother’s Origin 15



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 106-120

Field#
106
107
108
109
110
111
112
113
114
115
116
117
118

119
120

Field name
2 Father’s Origin
1 Attendant Same YN
1 Mailing Address Same YN
1 Capture Father’s Info YN
2 Mother’s Age
2 Father’s Age

12 Baby’s Hospital Med. Rec.

1 High Risk Pregnancy YN
1 Care Giver (For Chicago)
1 Record Selected For Download

1 Downloaded
1 Printed

12 Form Number

MEDICAL RISK FACTORS
1 Anemia
1 Cardiac Disease 16




Typical Electronic Birth Certificate Fields
in 1999 -starting fields 121-135

Field# Size Field name
121 1 Acute/Chronic Lung Disease
122 1 Diabetes
123 1 Genital Herpes
124 1 Hydramnios/Oligohydramnios
125 1 Hemoglobinopathy
126 1 Hypertension, Chronic
127 1 Hypertension, Preg. Assoc.
128 1 Eclampsia
129 1 Incompetent Cervix
130 1 Previous Infant 4000+ Grams
131 1 Previous Preterm or SGA Infant
132 1 Renal Disease
133 1 Rh Sensitization
134 1 Uterine Bleeding
1

135 No Medical Risk Factors 17



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 136-150

Field# Size Field name
136 40 Other Medical Risk Factors
OBSTETRIC PROCEDURES

137 1 Amniocentesis

138 1 Electronic Fetal Monitoring

139 1 Induction of Labor

140 1 Stimulation of Labor

141 1 Tocolysis

142 1 Ultrasound

143 1 No Obstetric Procedures

144 40 Other Obstetric Procedures
COMPLICATIONS OF LABOR & |

145 1 Febrile (>100 or 38C)

146 1 Meconium Moderate, Heavy

147 1 Premature Rupture (>12 Hrs)

148 1 Abruptio Placenta

149 1 Placenta Previa

150 1 Other Excessive Bleeding 18



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 151-165

Field# Size Field name

151 1 Seizures During Labor

152 1 Precipitous Labor (<3 Hrs)

153 1 Prolonged Labor (>20 Hrs)

154 1 Dysfunctional Labor

155 1 Breech/Malpresentation

156 1 Cephalopelvic Disproportion

157 1 Cord Prolapse

158 1 Anesthetic Complications

159 1 Fetal Distress

160 1 No Complications of L&D

161 40 Other Complications of L&D
METHOD OF DELIVERY

162 1 Vaginal

163 1 Vaginal After Previous C-Section

164 1 Primary C-Section

165 1 Repeat C-Section 19



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 166-180

Field#

166
167

168
169
170
171
172
173
174
175
176
177

178
179
180

Size

Field name

1
1

RS N . . G QS \ S\ U Gy R G g

1

Forceps

Vacuum

ABNORMAL CONDITIONS OF NEWBO
Anemia

Birth Injury

Fetal Alcohol Syndrome

Hyaline Membrane Disease/RDS
Meconium Aspiration Syndrome
Assisted Ventilation <30

Assisted Ventilation >30

Seizures

No Abnormal Conditions of Newborn

40 Other Abnormal Condition of Newborn

1
1
1

CONGENITAL ANOMALIES OF CHILD
Anencephalus

Spina Bifida/Meningocele

Hydrocephalus 20




Typical Electronic Birth Certificate Fields
in 1999 -starting fields 181-195

Field# Size Field nhame
181 1 Microcephalus
182 40 Other CNS Anomalies
183 1 Heart Malformations
184 40 Other Circ./Resp. Anomalies
185 1 Rectal Atresia/Stenosis
186 1 Tracheo-Esophageal Fistula/Esophag
187 1 Omphalocele/Gastroschisis
188 40 Other Gastrointestinal Ano.
189 1 Malformed Genitalia
190 1 Renal Agenesis
191 40 Other Urogenital Anomalies
192 1 Cleft Lip/Palate
193 1 Polydactyly/Syndactyly/Adactyly
194 1 Club Foot

195 1 Diaphragmatic Hernia o1



Typical Electronic Birth Certificate Fields
in 1999 -starting fields 196-210

Field#
196
197
198
199
200

201
202
203
204
205
206
207
208
209
210

Field name

40 Other Musculoskeletal/Integumental A

1 Down’s Syndrome

40 Other Chromosomal Anomalies

1 No Congenital Anomalies

40 Other Congenital Anomalies

CODE STRIP
1 Record Complete YN
1 Record Type
4 Facility ID
4 City of Birth
3 County of Birth
2 Mother’s State of Birth
2 Mother’s State of Residence
4 Mother’s Town of Residence
3 Mother’s County of Residence
2 Father’s State of Birth 29




Typical Electronic Birth Certificate Fields
in 1999 -starting fields 211-226.

Field# Size Field name
211 14 Certifier’'s License Number
212 6 Laboratory ID Number
213 4 Mother Xfer Code
214 3 Mother Xfer County Code
215 4 Baby Xfer Code
216 3 Baby Xfer County Code
217 4 Year of Birth
218 7 Certificate #
219 1 Unique Code
220 8 File Date
221 2 Community Area
222 4 Census Tract
223 2 Century of Last Live Birth
224 2 Century of Last Termination
225 2 Century of Last Menses
226 2 Century of Blood Test 23
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MEWS

Published on Friday, January 21, 2005

Drug Records, Confidential Data Vulnerable

Harvard ID numbers, PharmaCare loophole provide wide-ranging

access to private data

By J. HALE RUSSELL and ELISABETH 5. THEODORE

CRIMSOMN STAFF WRITERS

The confidential drug purchase
histories of many Harvard students
and employees have been available for
months to any internet user, as have
the e-mail addresses of high-profile
undergraduates whose contact
information the University legally must
conceal, a Crimson investigation has
found,
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De-identified records

Criginal Database Name Address ZIP Buth Date | Sex | Ethmcity
AlyssaP. Hacker | East Campus 02139 02/25719789 12 White
Ben Bitdiddle Hext House 02139 03/02/19&0 Il Black
Toe Law Baker 021309 071471920 I A sian
Cebne Miles Mew House 02139 01/30/19:2 F White
Deidentification
b 4
Deidentified Database ZIP | BirthDate | Sex | FEthnicity
02138 032519713 F White
02138 03/02/1920 Il Black
02139 07 1451920 I Aozian
02139 0173001982 F White

The deidentified database looks anotgrmous, when in fact 1its subjects can be easily reidentified.
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Two separate data bases

ZIP | Birth Date | Sex Diagnosis Diagnosis Date
02139 | 0572571979 Iz AlDE 01521401
02139 | 0370271980 Iv] Flu 11715000
02139 | 071471980 il HIW 03/28/01
02139 | 01/30/1982 F Meuroblastoma 07 0&E/M9
De-identified medical research database
Name street Address | ZIP | Buth Date | Sex | Date Registered | Party Affiliation
Alyssa P Hacker | 15 Dain S5t 02139 | 0572571979 F 06 15/97 Democrat
Een Bitdiddle fa Broadwray 02139 | 03/02/1980 Il T TR Republican
Toe Law af Central Avwe. 02139 | 0771471920 Il 10,2578 Detmorcrat
Celine Miles 21 Houth St 02129 | 0173071982 F 020200 Fepublican
Voter registration list 26
o o o o o o o o




Re-identification

Find records with
the same values
In the overlapping

Mate

Diagnosis ZIF Address

Dhagnosis Date Birth Dax Drate Rexstered

Sex Party Affliation fl eld S
Name Street Address | ZIP | Birth Date | Sex | Dhiagnosis Iiagnosis Date
Alyssa P Hacker | 15 Main St 02139 | 0572571979 F A0 0121501
Ben Bitdiddle B& Broadwray 02139 [ 03/0271980 I Flu 1151500
Joe Law a6 Central Ave, 02139 | 07 1471920 I HIV 037228501
Celine Miles 21 Bouth 3t 02139 | 01/30/1982 F HMeuroblastoma | 070829

30




{date of birth, gender, 5-digit ZIP}
uniquely identifies 87.1% of USA pop.

o pop ldentifiahle

20000

40000 kOOOO aoaoo

ZIP Population
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Arkansas Juvenile Offender Records
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‘2 Discover Card: Enter Primary Information - Microsoft Internet Explorer g@]g|
Iy
N

File Edit \iew Favorites Tools Help
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DISCCOVER Discover® Student Card Application
FINAMCIAL SERVICES
PROGRESS INDICATOR
Apply for a Card & '
Enter Primary Enter College Read and Agree fo Werify ai
Information Important Information Submit 4

Infarmation

To apphy, vou must be at least 18 years of age and a U.S. citizen or U.5. resident.
View Important Information about APR, fees and restrictions.

Enter Primary Information

Personal Information
All fisldz marked * are requirsd.

First Hame *
[Middle Name
Last Hame *
Suffix | Select One +

Date of Birth * hd | /'19

{Menth) ({Day)

Social Security Number * - - _

Mother's Maiden Name *

{Last name only)

E-Mail Address

@‘l Daone é ﬂ Internet

Student
application
Basic
iInformation
and School
Information
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Basic Information Necessary
For a Credit Card Application

Do these ° Name |
first. * Social Security number
o Address

e Date of birth
» Mother’s maiden name

If one can 1dentify these fields for a person, they have
the basic information needed to acquire a credit card 1n
that person’s name.
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Historical Highlights of the SSN

* 1935 Social Security Act
SSNs only to be used for the social security program.

* 1943 Executive Order 9397
Required federal agencies to use SSNs in new record systems

* 1961 IRS began using SSN
As taxpayer 1dentification number

* 1974 Privacy Act
Government agencies use of SSN required authorization
and disclosures (exempt agencies already using SSN)

* 1976 Tax Reform Act
Granted authority to State and local governments to use
SSNis: state and local taxes, motor vehicle agencies

*Over 400 million different numbers have been issued.
Source: Social Security Administration, http://www.ssa.gov/history/hfag.html



Quality of the SSN Assignment

Ability to acquire the number and use it falsely grows
as more copies of the number are stored for different
purposes while possible benefits of misuse have
rewards (even if 1llegal).

A Social Security number 1s almost always specific to
one person and one person typically has a unique
SSN. There are exceptions.

37



Unusual case of SSN 078-05-1120
Used by thousands of People

In 1938, a wallet manufacturer provided a sample SSN
card, inserted in each new wallet.

The company’s Vice President used the actual SSN of his
secretary, Mrs. Hilda Schrader Whitcher.

The wallet was sold by Woolworth and other stores. Even
though it had the word "specimen" written across the face,
many purchasers of the wallet adopted the SSN as their
own. In the peak year of 1943, 5,755 people were using it.
SSA voided the number. (Mrs. Whitcher was given a new
number.) In total, over 40,000 people reported this as their
SSN. As late as 1977, 12 people were still using it.

38
Source: Social Security Administration, http://www.ssa.gov/history/ssn/misused.html



SSNs are Encoded Numbers

The encoding 1s based on how the numbers are
issued. They typically situate the recipient in a
geographical area within a time range. They
may also reveal whether the person 1s an
immigrant, an alien, or a worker on the railroad.

Format: AAA-GG-NNNN
AAA is area code

GG 1s group code
NNNN is serially assigned number

39



First 3 digits Provide the State of
|ssuance, 1

001-003 New Hampshire 232-236 West Virginia

004-007 Maine 232 North Carolina
008-009 Vermont 237-246

010-034 Massachusetts 681-690

035-039 Rhode Island 247-251 South Carolina
040-049 Connecticut 654-658

050-134 New York 252-260 Georgia
135-158 New Jersey 667-675

159-211 Pennsylvania 261-267 Florida
212-220 Maryland 589-595

221-222 Delaware 766-772

223-231 Virginia 268-302 Ohio
691-699%* 303-317 Indiana

Source: Social Security Administration, http://www.ssa.gov/foia/stateweb.html
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First 3 digits Provide the State of
|ssuance, 2

318-361 Illinois 433-439 Louisiana
362-386 Michigan 659-665

387-399 Wisconsin 440-448 Oklahoma
400-407 Kentucky 449-46'7 Texas
408-415 Tennessee 627-645

756-763* 468-477 Minnesota
416-424 Alabama 478-485 Iowa
425-428 Mississippi 486-500 Missouri
587-588 501-502 North Dakota
752-755%* 503-504 South Dakota
429-432 Arkansas 505-508 Nebraska
676-679 509-515 Kansas

Source: Social Security Administration, http://www.ssa.gov/foia/stateweb.html



First 3 digits Provide the State of
lssuance, 3

516-517 Montana
518-519 Idaho
520 Wyoming
521-524 Colorado
650-653

525,585 New Mexico
648-649

526-527 Arizona
600-601

764-765

528-529 Utah
646-647

530 Nevada

680

531-539 Washington
540-544 Oregon
545-573 California
602-626

574 Alaska

575-576 Hawaii
750-751%

577-579 District of Columbia
580 Virgin Islands

Source: Social Security Administration, http://www.ssa.gov/foia/stateweb.html
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First 3 digits Provide the State of
Issuance, 4

580-584 Puerto Rico
596-599

586 Guam

586 American Samoa

586 Philippine Islands
700-728 Railroad Board**

* Some states may share the same area by transfer or split.

** Railroad employees, discontinued July 1, 1963.
000 will NEVER start a valid SSN.
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SSNs are Encoded Numbers

The encoding 1s based on how the numbers are
issued. They typically situate the recipient in a
geographical area within a time range. They
may also reveal whether the person 1s an
immigrant, an alien, or a worker on the railroad.

Format: AA NNN
AAA is area code

GG 1s group code
NNNN is serially assigned number
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Digits 4 and 5, Order of Issuance

Called the Group numbers. Not assigned
sequentially, but in the following order:

ODD - 01, 03, 05, 07, 09
EVEN - 10 to 98

After all in 98 are assigned, then
EVEN - 02, 04, 06, 08
ODD - 11 to 99

Source: Social Security Administration, http://www.ssa.gov/foia/ssnweb.html
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Result

Knowing where the SSN was assigned
tells you the digits 1-3

Knowing when the SSN was assigned
tells you digits 4-5

Source: Social Security Administration, http://www.ssa.gov/foia/ssnweb.html
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Quiz

Name a problem with the SSN as an identifier



One Approach is to Buy an SSN

¥ Social Security People Search - Mozilla Firefox
Eile Edit wew Go Bookmarks Tools Help & -

Back Forw Reload

|| Sorial Security People Search

100%
MONEY-BACK
GUARANTEE

ttp://socialsecuritypeoplesearch.com/index.asp



One Approach is to Buy an SSN

O Back - x| z| , Search < ¢ Favorites “_!P Media < - : -
@ NTRSs. / AWwWWL SoCalsECLNTyYpeopIesearcn. Ccomysearcn. asp b a Go > E.:l| =4 "!-j-\ -
This search is for the following "lawful and permissible purpose™:
Selectone.. b

Name of the person you are looking for:

First Name: MI: Last Name:

Social Security Number:  Age Range:
From ~| To e

» Authentic

A Site
Last Known State: A, Secured by
Please Select... v B——1 —] W=

Your Information:
Name:

Telephone Number:

Email Address:

S & Internet




Reportedly Permissible Purposes for
Purchasmg an SSN On- Ilne 1

OBack Il ,.;,| y “_!P”'-'I £ -
& | htips: [fwww,socialsecuritypeoplesearch. com/search.asp W L} Go > E - 51 -
This search is for the following "lawful and permissible purpose™:
Selectone.. b

Locating Missing Persons

Child Support Enforcement

Skip Tracing

Collections i|
People Locator Service

Locating Alumni

Other Legal, Normal Business Use

Judgement on Subject

Apprehending Criminals
Law Firm -Fiduciary Interest

S & Internet




Reportedly Permissible Purposes for
Purchasmg an SSN On- Ilne 2

OBack x| 2] S8 ‘-_!PHL'I i< =
& | htips: [fwww,socialsecuritypeoplesearch. com/search.asp hd a Go > E - 51 -
This search is for the following "lawful and permissible purpose™:
Selectone.. b

Legal Process Service

Legal Research

Finding Owners of Unclaimed Goods
Fraud and Loss Prevention
Government Agency

Insurance Claims Investigations

Investigation of Civil Litigation
Journalistic Endeavors

Law Enforcement
Licensed PI

S & Internet




Reportedly Permissible Purposes for
Purchasmg an SSN On- Ilne 3

OBack x| 2] S8 ‘-_!PHL'I i< =
& | htips: [fwww,socialsecuritypeoplesearch. com/search.asp hd a Go > E - 51 -
This search is for the following "lawful and permissible purpose™:
Selectone.. b

Locate Former Patients (Medical Industry Only)
Locating Beneficiaries and Heirs

Locating Existing Customers

Locating Former Customers

Locating Former Employees

Locating Fraud Victims

F< am

Locating Pension Fund Beneficiaries
Necessary to Complete Transaction
Permission from Subject

Product Recalls

S & Internet




Reportedly Permissible Purposes for
Purchasing an SSN On Ilne 4

"€ ;i Back - o | ,.;,| f Search 5 7 Favorites ‘-_!I‘ Media f< -
& | htips: [fwww,socialsecuritypeoplesearch. com/search.asp i a Go > E - 51 -
This search is for the following "lawful and permissible purpose™:
Selectone... v

Resolve Customer Disputes
Search on Myself

To give to a Court of Law
Witness and Victim Locating
Asset Identification

Court Related

Your Information:

Name:

Telephone Number:
Email Address:

S & Internet




Another approach is to use Google

* People posting their own SSNs
* Professors posting their students SSNs
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£ Search the EDGAR Database - Mozilla Firefox
File Edit Wiew So Bookmarks Tools  Help Q

<J]EI v E> - |§] I o I @ @resume ssn siter®,edu

Back. Farward Feload Home

||_| hikkpf e, sec,govedoar fsearchedgar fwebusers hktm

| | | Search the EDGAR Database | | ] Index Mo Brawsing

U.S. Securities and Exchange C

Search the EDGAR Database

For detailed descriptions of the
different ways vou can search EDGAR,
please read our Quick EDGAR Tutorial,

Mabke a Difference
or ﬂ;'!f
American nvestor

Some commercial websites also provide useful company infarmation tools
based on SEC filings. Click here for more information.

General-Purpose Searches

Companies & Other Filers

Find companies (or mutual funds) and
aosocizted filings

Latest Filings

e the most recent, real-trne filings
as they are processed by the SEC

Historical EDGAR Archives

Ernter a keyword or phrase o search
all header information {inciuding
aidresses)

Special-Purpose Searches
CIK Lookup
Look Lo the wndgue Central Index Key

FCI ) nurnber for companies and
ather filers

Current Events Analysis

Retrigve filings made on EDGAR
during the previous week

mMutual Fund Prospectuses
Setrieve prospectuses and other

“4a5" formns for 3 specified mmuitua!
fund fnow using updated search)

Mutual Fund Proxy Yoting




1. Hames of Reporting Persons. RS, [dentification Maos. of abowve persons (entities only)
Williatn H. Gates III

2. Check the Appropriate Boxif a Wlember of a Group (See Instractions)
(a) [
(k) U
3. SEC Use Only
4. Citimeniship or Place of Orgarization
Umited States
3. miole Voting Powrer

1,077,499 536

Humber of g Shared Voting Power
whates -

Beneficially

Charned by

Each T miole Dispositive Power

Eepottine

o e 3
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MAIN PAGE
WoRLD

AS 1AM O
.5,

LOCAL

FOLITICS
WEATHER,

BUSINESS

SFORTS

TECHNOLOGY +

o rnpting
personzl technology
space

HATURE

ENTERTAINMENT

BOOKS

TEAVEL

FOOD

HEALTH

STYLE

IN-ODEFTH

custom news

Headline Mews brief

daily almanac

ek

sci-tech > computing > story page

From...

COMPUTERWORLD

AN IDG.net S5ITE

SEC database exposes Social
Security numbers

March 29, 1999
Wab poskad gt 8:58 .. EST (1358 GMT)

by Ann Harrison

(IDT) -- Some top corporate executives' Social Security numbers are freely
avalable on a governunent Web site -- another example of the contiuing
battle ower privacy nghts in the Internet age.

Although it has stopped requesting Soctal Secunty numbers on certain
documents for privacy reasons, the Secunties and Exchange Comtmizsion
(SEC) nevertheless refiuses to remowe the mumbers, mchiding that of
Microsoft Corp. Chairman and CEO Ball GGates, from old documents on its
Web site,



AL PR N R N TP

(CUSTIF Wumber)

Mr. John Pappajohn

211t Financial Center

Des Molines, Iowa 50305

515-244-574¢6

(Name, Address and Telephone Number of Person Authorized to
Fecelve Notices and Communications)

Qotober 24, 15%7

(Date of Event which Requires Filing of this Statement)

Check the following box if a fee 15 being paid with this

OF REPORTING PERSON
OFR I.R.5. IDENTIFICATION NO. OF ABOVE PERSON

Pappajohn 482-20-6201 Mary Pappajohn 473-32-5577

(by / /
(3) SEC USE ONLY
(4] SOURCE OF FUNDS
FF
(5l CHECE BOX IF DISCLOSURE OF LEGAL PROCEEDINGS IS REQUIRED
PURSUANT TO ITEMS Z(d) OR Z({e)
/ /
(&) CITIZENSHIF OR PLACE OR ORGANIZATION
U.5.4A.

NUMBER OF SHARES BENEFICIALLY OWNED BY EACH REPORTING
FPERSON WITH:

(7) SOLE VOTING POWER
£75, 500

(8) SHARED VOTING POWER
0

(9] SOLE DISPOSITIVE POWER
675, 500

F10h CTTRRERDD TS STTTYHR EBOCTWHRR



‘2 Discover Card: Enter Primary Information - Microsoft Internet Explorer g@]g|
Iy
N

File Edit \iew Favorites Tools Help
>

Q Back - &4 \ﬂ \ELI ;\j /..- ) Search 3 -'\'.r’ Favarites @ Media 6‘4 -
nks ** | Morton Antivirus E T @ N S t u d e n t

Address @j https: fwww.novusnet, comfacqs/stdappft % Go Links
A

Rlsg L 5¥£E Discover® Student Card Application I . .
e application

PROGRESS INDICATOR
|

Apply for a Card & ]
Enter Primary Enter College Read and Agree fo Werify ai
Submit 4

Information Information Impartant Information

To apphy, vou must be at least 18 years of age and a U.S. citizen or U.5. resident.

View Important Information about APR, fees and restrictions. L f r tl

Enter Primary Information

Personal Information
&l fizlds marked * are required. a n d S C h O O I
First Hame *

Information

Last Hame *

Suffix. | Select One +

Date of Birth * b W 19 _

{Menth) ({Day)

Social Security NHumber * - - *

IMother's Maiden Hame * _

{Last name only)

E-Mail Address
w

@‘l Daone é ﬂ Internet




Publicly Available Birth Records

Not all states, but many consider birth records,
the kind of information included on a person’s
birth certificate in the United States, as publicly
available information.

A few states have gone further to provide this
information on-line.

In the United States, birth certificate information
tends to include the mother’s maiden name!
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California on-line Birth Records

<A VitalSearch-California(U5SA):California State Births - Microsoft Internet Explorer

Eile Edit \Wiew Favorites Tools Help [

O Back - ?, \iLI lELI ..‘__ } - 1 Search '“-;.;I" Fawvarites @ Media ‘GE T T = b

Address ﬂj http: /i vitalsearch-ca.comfgen/_nonmembersjca_wvitals fcabirt a Go Links | Norton AntiVirus EI I .@ .
Showing records 0 - 30 (24608727 total, 98860 in query) A
SUL-query:

SELECT Last_Mame First_Mame Middle Name B vwr.B _mo,
from cabirths_ygenfull where 1 and Last_Mame like "Jones”

. County_of Birth idno

T 0. 30

lMothers Last Name

Sex  County of Birth
VIRLE RIVERSIDE

Last Name First Name Middle Hame B yr B mo B _d
JOMES 1905 09 11

. SAN
JONES 1905 06 14 KELLY LE  CRANCISeO
JONES  ADA T 1905 12 30 KARMODE MALE SOLANO

. SAN
JONES  ALBERT 1905 09 02] SHADEY LE  ERANCISCO
JONES  ASA 1905 08 07] TAIE MBLE  LOS ANGELES
JONES  BEATRICE F 1905 11 05 FANNIN FEVALE SHASTA v

>

& Source: http://www.vitalsearch-ca.com/gen/ nonmembers/ca/ vitals/cabirths-nopsm.htm




‘2 Discover Card: Enter Primary Information - Microsoft Internet Explorer g@]g|
Iy
N

File Edit \iew Favorites Tools Help
>

Q Back - &4 \ﬂ \ELI ;\j /..- ) Search 3 -'\'.r’ Favarites @ Media 6‘4 -
nks ** | Morton Antivirus E T @ N S t u d e n t

Address @j https: fwww.novusnet, comfacqs/stdappft % Go Links
A

Rlsg L 5¥£E Discover® Student Card Application I . .
e application

PROGRESS INDICATOR
|

Apply for a Card & ]
Enter Primary Enter College Read and Agree fo Werify ai
Submit 4

Information Information Impartant Information

To apphy, vou must be at least 18 years of age and a U.S. citizen or U.5. resident.

View Important Information about APR, fees and restrictions. L f r tl

Enter Primary Information

Personal Information
&l fizlds marked * are required. a n d S C h O O I
First Hame *

Information

Last Hame *

Suffix. | Select One +

Date of Birth * hd | /'19

{Menth) ({Day)

Social Security NHumber * - -

% %

Mother's Maiden Name *

{Last name only)

E-Mail Address
w

@‘l Daone é ﬂ Internet
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